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Digital Economy Bill
06 February 2017

Volume 778

Committee (3rd Day)

 3.08 pm

Relevant documents: 11 , 13th and 16th Reports from the Delegated Powers Committee

Amendment 75

Moved by

th

Baroness Janke

75: After Clause 29, insert the following new Clause—

“Review of sale on the internet of counterfeit electrical appliances

(1) Within six months of the coming into force of this Act, the Secretary of State must commission a review of the sale on the internet of counterfeit electrical
appliances.(2) The review must consider whether operators of trading websites that allow individual sellers to use those websites to sell electrical items
should be required to report to the police and trading standards authorities any instances of the selling of counterfeit electrical appliances which are arranged
through their website.(3) The Secretary of State must publish the report of the review, and lay a copy of the report before each House of Parliament.”

The Lord Speaker (Lord Fowler)

My Lords, it might perhaps be for the convenience of the Committee if we had a short pause so that those not engaged in the next
business may leave the Chamber.

Baroness Janke (LD)

My Lords, I shall speak to Amendments 75 and 76, which deal with the sale of counterfeit electrical goods on the internet. There is
growing concern about this practice, which has increased massively over the past 20 years—by 10,000%—and is continuing to
increase at around 15% a year. The industry of counterfeit goods is worth something like £1.3 billion, according to the Electrical Safety
Council, and 64% of these goods are sold on the internet. People believe that they are buying reputable brands, as they are dealing
with an online retailer that is well known and they assume that the goods are genuine.

The fact that there are so many accidents and so many problems with these goods is another reason that we are bringing these
amendments today, as we see this Bill as an opportunity to do something about this practice. The goods are often dangerous. The
Electrical Safety Council calculates that something like 7,000 domestic fires are caused by faulty goods, and many of these are
counterfeit goods. The practice of selling these goods undermines genuine brands and causes great difficulty within the industry.
Faulty goods can also cause great harm directly to individual people.

These amendments seek to give some responsibility to online retailers to report to trading standards and the police goods that they
know to be counterfeit. The second amendment requires the Government to provide a review and report on the extent of this
practice as well as its impact on the economy. I beg to move.

Lord Tope (LD)

My Lords, my name is also to this amendment, so I support my noble friend Lady Janke. I declare that I am a patron of Electrical
Safety First.

My noble friend has stated the problem very well. The ask from this amendment is very modest: we are asking the Government to
establish a review. It may not be appropriate for that to be in the Bill, but it gives us an opportunity at this stage for the Government
to come back and tell us what they are going to do about counterfeit goods, which are clearly a fast-growing problem.

Our particular concern is with electrical goods, although I could probably add gas goods as well. Counterfeiting clearly is a problem,
and I do not minimise it, but a counterfeit handbag is unlikely to kill you; counterfeit electrical goods most certainly can, and do, kill
people. I happened to spend my Sunday reading the trading standards journal TS Review, as I imagine many of your Lordships would
have been doing. I read that,

“More than 99 per cent…fake Apple chargers failed a basic safety test. Twelve were so poorly designed and constructed that they
posed a risk of lethal electrocution to the user”.

On the same page, it is reported that the London Fire Brigade has stated that,

“Across London, 2,072 fires involving white goods have been recorded since January 2011, with more than £118m estimated to have
been lost from London’s economy as a result”.

This clearly is a problem, not only to those who produce the products legitimately. Indeed, I noticed that eBay, of all places, is setting
up an authentication scheme so that the proper producers can have their goods authenticated by experts as being not counterfeit.
This indicates a huge problem.
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The purpose of these amendments is to seek a commitment from the Government that they will establish reviews into goods sold
and, in particular, goods sold on the internet. I hope that the Minister will be able to tell us, first, that the Government recognise this
increasing problem and, secondly, if they do, what they are going to do about it.

 3.15 pm

Baroness Buscombe (Con)

My Lords, I reassure the noble Lord, Lord Tope, that we recognise this problem, although I have to admit that I certainly did not spend
my Sunday reading the trading standards review.

Amendments 75 and 76 seek to impose a commitment to review and report on the sale and cost of counterfeit electricals being sold
online. The sale of counterfeit goods of all kinds, not just electrical goods, has, as noble Lords said, the potential to cause consumer
and economic harm by damaging legitimate traders and often supporting organised crime.

This is an issue the Government take extremely seriously, and that is why the Intellectual Property Office is committed to tackling
counterfeiting of all kinds. We do this by working through our IP attaché network in manufacturing countries, targeting import routes
in conjunction with UK Border Force and targeting UK sellers and distributors along with trading standards and police services across
the UK.

We have heard reference to the challenges of the online world and sales via social media. We absolutely recognise that, and that is
why we have supported some very successful work through Operation Jasper, working with police and trading standards to tackle the
sale of counterfeits through social media sites.

The full range of work undertaken by government in this area is outlined in the IPO’s IP enforcement strategy, which was published
last year. This strategy makes a number of commitments that are very relevant to the ideas proposed in these amendments. The
strategy commits the Government to further improving the reporting of IP crime as well as to developing a credible methodology to
measure the harm caused. Work is also ongoing with academics to build the structures necessary for commercial entities to share
information that they hold about levels of infringement in a safe manner. The IPO also hosts the IPO crime intelligence hub, which is
able to receive, develop and disseminate intelligence on IP crime, whether online or physical. The hub is in regular contact with the
UK’s leading online sales platforms, and they are continually developing better mechanisms for sharing information about sellers and
products.

In addition to this, the IPO, on behalf of the IP crime group, which is a collection of government departments, industry bodies and
enforcement agencies which work to tackle IP crime, publishes an extensive report each year on a wide range of IP infringement,
including counterfeit electrical goods. The IPO is also working with Citizens Advice to see how it can offer better information to
consumers so that they in turn can make more informed purchasing choices. Finally, the IPO is working to encourage trade
associations voluntarily to share information about sales of counterfeits that raise safety concerns.

In light of all the things that the Government and others are involved in, I hope the noble Baroness will withdraw her amendment.

Baroness Janke

I thank the Minister for the information she has shared with us. It is very encouraging. However, there is a feeling that this issue has
been around for a very long time and that perhaps stronger enforceability is needed to do something about it. I read that eBay is now
producing its own mechanism for preventing the sale of counterfeit goods and that other online retailers will be looking at that, but it
still seems that the ability to enforce action on this is missing. I hope to look at the work the Government are already doing on this
and consider its future contribution and then consider whether to return with this matter at a later stage. I beg leave to withdraw the
amendment.

Amendment 75 withdrawn.

Amendment 76 not moved.

Amendment 77

Moved by

Lord Foster of Bath

77: After Clause 29, insert the following new Clause—

“Copyright and the role of active hosts

(1) The Electronic Commerce (EC Directive) Regulations 2002 are amended as follows.(2) At the end of Regulation 19 insert—“(2) Where an information society
service is storing and providing access to the public copyright protected works, and is playing an active role, including the promotion and optimising the
presentation of those works, sub-paragraph (1) shall not apply.(3) The service provider of an active host under sub-paragraph (2) is required to secure
licensing agreements with rightsholders.””

Lord Foster of Bath (LD)
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My Lords, in moving Amendment 77, I shall speak briefly to Amendment 79. Amendment 77 probes the Government’s intentions with
regard to the recent proposals for an EU directive on copyright in the digital single market. The amendment would clarify that the
hosting defence contained within paragraph 19 of the Electronic Commerce (EC Directive) Regulations 2002 does not apply to digital
services that play an active role in the provision of online content, specifically those user upload services that optimise the
presentation and promotion of copyright-protected works. The amendment would require those services to secure licensing
agreements with rights holders.

To explain in more detail, many services are passive hosts, which are defined in EU law as those that provide a,

“technical process of operating and giving access to a communication network over which information made available by third parties
is transmitted or temporarily stored, for the sole purpose of making the transmission more efficient”.

Examples would include internet service providers such as BT, TalkTalk or Virgin, cloud locker services such as Dropbox, Microsoft’s
One Drive or Google Drive, and online bulletin boards such as HootBoard or MyBB. Services such as these are accepted as essential
to the operation of the digital market and so quite reasonably have what is called “safe harbour protection”—that is, a limitation of
their copyright liability on the basis that they have no knowledge of copyright infringement. On the other hand, there are sites that
also give access to works made available by third parties, but actively provide functionality that promotes works, makes
recommendations and optimises the upload for the purpose of presentation. It is this functionality that provides users with the ability
to find what they want when they want it. These are active hosts. They directly compete with licensed providers. Examples include
Facebook, YouTube, Dailymotion, Bandcamp, Vimeo and Metacafe. They should not have safe harbour protection and should be
required to secure licencing agreements with rights holders.

Therefore, while there was, and in some areas continues to be, justification for exemptions for passive hosts, like all exemptions they
must reflect the balance between the rights of rights holders and users. There is a strong argument that the existing provisions are
not sufficiently defined and as a result are open to deliberate misinterpretation. This means that some services can use copyright-
protected content to build their businesses without fairly remunerating rights holders. UK Music’s recent report Measuring Music
highlighted that the user-uploaded service YouTube, the most frequently used global streaming platform and one that currently
benefits from the safe harbour provisions, increased its payments to music rights holders by only 11% in 2015 despite consumption
of the service growing by 132%. This further underlines what is called in the trade the “value gap”. The current legal ambiguity and
imbalance has created distortions in the digital market with services like YouTube benefiting from these exemptions whereas Apple
Music and Spotify, providing similar services, do not. The growing significance of the music streaming market must not go
unremarked. Over a four-year period, the UK music industry has grown by 17%, and during the same period, there has been a
massive shift from consumers owning music to streaming it. The value of subscription streaming services jumped from £168 million
in 2014 to £251 million in 2015.

There has been a number of legal cases seeking to clarify the situation. In 2011, in the L’Oréal v eBay case, the Court of Justice of the
European Union held that online marketplaces cannot benefit from the hosting exemption where they play an active role, for
example by promoting and optimising content. This amendment seeks merely to clarify what should already apply in the law right
across the EU, including in this country. However, some services are still arguing that they are not active hosts, and as a result, avoid
licences or are underlicensed, hence the need for the clarification that may be provided by this probing amendment.

There is another reason why we need greater clarity from the Government. Initially, the Government made it clear that they believed:

“Clarification of terms used in the Directive would, we believe, help to address … concerns”,

about the active/passive host issues. However, in a letter to the EU institutions in April last year, the then intellectual property
Minister, the noble Baroness, Lady Neville-Rolfe, argued in relation to digital services that,

“we should avoid introducing legislation that might act as a barrier to the development of new digital business models and create
obstacles to entry and growth in the European digital market”.

This probing amendment seeks to ensure that that sort of view does not preclude strong and robust positions being taken in support
of safe harbour clarification. The proposals in the draft EU directive in this regard are welcome, and we ask that the UK Government
continue to support the clarification in the law that the draft directive seeks and that they continue to engage in this important
process.

The referendum result and the path towards Brexit raise many issues in relation to these proposals. It is highly conceivable that we
will be Brexiting at the very time that Europe begins to adopt copyright rules for the digital age, so an opportunity to clarify UK law will
be lost as a consequence of other factors. It is therefore necessary to consider how we can take this opportunity of having a Digital
Economy Bill to safeguard these important principles once we leave the European Union. I hope very much that the Minister will
confirm that the Government are committed to implementing the draft directive, and Article 13 and Recital 38, into UK law, if they are
not implemented by the point that we leave the European Union. Finally, I am well aware that the Government have been consulting
stakeholders on these issues. I hope we get a commitment from the Government to publish the consultation and that the new IP
Minister, Jo Johnson, will commit to a meeting with representatives of the music industry and others to discuss these issues.

Briefly, we on these Benches fully support Amendment 79 in the name of the noble Lord, Lord Stevenson, which my noble friend Lord
Clement-Jones and I have also signed. I have no intention of stealing the thunder of the noble Lord, Lord Stevenson, and will leave
him to explain the importance of the amendment, which seeks simply to help the Government achieve their own manifesto
commitment to reduce copyright infringement and ensure that search engines do not link to the most offending sites.
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I will say merely that the Government have already hosted a number of round tables to seek ways forward, and some sources are
telling us that a voluntary agreement for a code of practice is close to finalisation. If that is true then I am delighted to hear it, but this
amendment would not preclude a voluntary agreement. Already many have argued to us that tabling the amendment may have
helped to speed up the process towards a voluntary agreement with teeth, but the amendment would not do anything other than
ensure that we had a backstop mechanism in the event of a failure to get a voluntary agreement or if the voluntary agreement fails. I
hope that on that basis Amendment 79 will also be considered seriously by the Government.

 3.30 pm

Lord Stevenson of Balmacara (Lab)

My Lords, it is extremely kind of the noble Lord, Lord Foster of Bath to introduce my amendment for me, saying that he was not going
to speak to it and then covering all the points I was going to make. That means we will move a little faster than we would otherwise
have done. I think I can limit my speech to three points, in the sure and certain knowledge that the noble Lord, Lord Clement-Jones,
will cover any points that I do not cover in great detail.

We understand that there is a voluntary code in circulation that has been offered to all parties, and it is thought that it might be
signed some time this week—at least, that is the deadline that the Government have given. If that is the case, as the noble Lord, Lord
Foster, says, then that is obviously good news and takes us a step down the road, but my amendment would be necessary if not
everyone who has been offered this signs up to it, which I think is quite likely. There may be new entrants and other companies that
participate in this area for which the activities that facilitate copyright infringement by users will remain a problem, and of course
there may be changes in technology that we cannot even anticipate at this stage that may make it necessary, as adumbrated by the
amendment, for the Secretary of State to return to this issue in future. For all the reasons given by the noble Lord, Lord Foster, this is
a helpful amendment, intended to ensure that this long-running problem gets solved. I hope very much that the Government feel
able to accept it.

Baroness Buscombe

My Lords, on Amendment 77, over recent years the UK has made great strides in the enforcement of intellectual property, and we are
now judged to have one of the best IP enforcement regimes in the world. This is definitely a position that we are keen to maintain,
and the Bill sends a clear signal that the Government believe copyright infringement is a serious matter, irrespective of whether it is
online or offline. This includes measures to increase the penalty for online copyright infringement from two years to 10 years. We
understand that there are concerns in the music industry particularly that online intermediaries need to do more to share revenues
fairly with creators, which the amendment seeks to tackle. However, we need to find balanced solutions that provide clarity without
undermining basic freedoms or inhibiting the development of innovative digital models.

As the e-commerce directive is EU single-market legislation in origin, we will in effect have to wait until after we exit the EU and then
possibly initiate a debate as to whether this regime, or indeed the e-commerce regulations as a whole, is still fit for purpose. We are
also wary of making piecemeal changes to this important regime that has helped to foster the development of online services and
has been helpful to the development of the UK’s burgeoning tech sector without a proper debate involving all parties.

That said, the current law, including the exemptions from liability, has fostered an open and innovative internet, giving online services
the legal certainty required to start up and flourish. This has been good for creators, rights holders, internet businesses and
consumers alike. Platforms, like all businesses, have a role to play in helping to remove copyright-infringing material, and there is no
place for a system that encourages copyright infringement online. However, the UK Government are fully committed to ensuring that
our creative industries receive fair remuneration for their work. We want to see creators remunerated fairly, while encouraging
investment in new content and innovative services. We will carry forward these principles when engaging at policy level with the EU
while considering our own UK-based solutions.

The Government are clear that we must maintain our rights and obligations as members of the EU until we leave. That means that we
carry on making arguments within the EU concerning our preferences for EU law. Once we leave the EU, we may choose to reconsider
a range of issues, including the limited liability regime, but for now, government policy remains unchanged. The European
Commission has recently published a series of copyright proposals in that area, and we are in the process of carefully considering
those proposals. While we remain a member of the EU, we will continue to engage with policy development in this space, alongside
considering the development of our own copyright framework.

Amendment 79 would mean that the Government take a power to impose a code of practice on search engines, to dictate how they
should work to prevent copyright infringement. The return of that suggestion, which was also discussed in another place, gives me an
opportunity to update noble Lords on progress in this important area. Since the idea was last discussed in the other place, IPO
officials have chaired a further round-table meeting between search engines and representatives of the creative industries. While
there are still elements of detail to be settled, the group is now agreed on the key content of the code and I expect an agreement to
be reached very soon. All parties have also agreed that the code should take effect, and the targets in it be reached, by 1 June this
year. The search engines involved in this work have been very co-operative, making changes to their algorithms and processes, but
also working bilaterally with creative industry representatives to explore the options for new interventions, and how existing
processes might be streamlined. I understand that all parties are keen to finalise and sign up to the voluntary agreement, and so we
believe there is no need to take a legislative power at this time.
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Surely it is better to act on a co-operative basis now, and start tackling this serious issue right away. If, however, a voluntary deal
cannot be achieved, we will re-evaluate our options. I hope therefore that the noble Lord is reassured, and feels able to withdraw the
amendment.

Lord Foster of Bath

My Lords, I thank the Minister for her response. On the second amendment, my concern is that although she is optimistic that we will
have a robust agreement in place, if that does not happen—or if the agreement breaks down at a future date, for whatever reason—
she has said merely that the Government will re-evaluate their position. She will be as aware as I am of the difficulty of bringing new
legislation before your Lordships’ House to address any decision they might make at this time. The amendment would provide that
backstop mechanism if it is needed in the long run, which is why I hope we will have an opportunity to discuss that at further stages
of the Bill.

On the first amendment, the Minister has not been able to reassure me that the Government are committed to introducing
appropriate legislation if the EU legislation has not been finalised at the time we leave the European Union. I hope therefore that we
will have an opportunity to discuss that matter in more detail on a future occasion. For the time being, however, with an opportunity
for us to reflect on what the Minister has said, I beg leave to withdraw the amendment.

Amendment 77 withdrawn.

Amendment 78

Moved by

Lord Clement-Jones

78: After Clause 29, insert the following new Clause—

“Transparency and fairness obligations

(1) Authors, artists and performers (“creators”) shall receive on a regular basis timely, adequate and sufficient information on the exploitation of their works
and performances from those to whom they have licensed or transferred their rights as well as subsequent transferees or licensees, and the information shall
include information on modes of exploitation, revenues generated and remuneration due. (2) The obligation in subsection (1) may be met by complying with a
code of practice collectively bargained between relevant representative organisations of creators and the representative organisations of those who exploit
their works, taking into account the characteristics of each sector for the exploitation of works.(3) Any such code of practice is to provide that each creator is
to be entitled to a statement of income generated under such licence or transfer arrangements at regular intervals during each annual accounting period, and
provide an explanation as to how the creator’s remuneration has been calculated referencing any contract terms relevant to the calculation.(4) In the event of
failure of a transferee or licensee mentioned in subsection (1) to comply with a code of practice, or in the absence of such a code of practice, the creator shall
be entitled to apply to the Intellectual Property Enterprise Court for a detailed account of revenues due to the creator generated from the modes of
exploitation referred to in subsection (1), and in the event of failure, the Court may award damages in the amount of any shortfall in the total amount due to
him.”

Lord Clement-Jones (LD)

My Lords, my noble friend Lord Foster of Bath has referred to the draft directive on copyrights on the digital single market. Many
authors, writers and artists welcome the provisions to balance the playing field for creators announced in that draft directive and
would like to see them incorporated in our domestic law through the Digital Economy Bill. Some of my concerns about the timing of
the adoption of the directive mirror exactly those mentioned by the noble Lord, Lord Foster.

The directive proposes in article 14 one particularly important safeguard—namely, transparency: a right to regular, timely, adequate
and sufficient information on the exploitation of their works and performances from those to whom they have licensed or transferred
their rights, including details of modes of exploitation, revenues generated and remuneration due. This right will apply even if
copyright has been assigned and will allow authors and performers to assess how their work has been used.

Some assignees and licensees are exemplary, but by no means all. Authors and performers under these provisions will have a right to
detailed and full statements on the uses of and revenues from their work, unless such reporting is disproportionate. That in itself
would be an enormous improvement on the present situation, whereby authors and artists often do not know how widely their work
is used and have no way to check whether payments made to them are correct. This problem can become more acute in the digital
age, when work can be disseminated in many ways and there is no physical stock which can be counted to ensure that accounting is
correct.

As for music, subscription streaming is set to become the most significant revenue stream for the recorded music market in the near
future. Streaming requires a fundamentally new licensing model from those who control the recording and song—lyrical and musical
—copyrights, which the digital service providers wish to exploit. A complex model was developed, and is now utilised by most
subscription services. The evolution of this licensing process for streaming music has resulted in a number of transparency issues for
artists and songwriters which have not yet been fully addressed—not least, the presence of non-disclosure agreements between the
digital service providers and the record labels, distributors, publishers and collective management organisations, which mean that
artists and songwriters are not always allowed to know the revenue share and minimum guarantee arrangements that each digital
service provider uses to calculate what the copyrights from which they benefit are due each month. There is also a lack of clarity over
how labels and publishers apply contract terms that impact on how creator payments are calculated.
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The amendment would work in a similar fashion to the proposals in the draft directive, ensure that creators can audit the royalties
they receive from streaming and other services, and assess the relative merits of different services and business partners. Licensees
and assignees already have systems in place for recording usage and revenues and reporting to creators. These systems are
increasingly detailed in the digital age, and could easily be adapted to take account of any increased requirements. According to a
medium-sized book publisher, reporting on 600 titles on the basis of spreadsheets takes 80 man hours per year, and the average
time required for compiling and sending a report on a title is eight minutes. Simpler cases can be dealt with in two to three minutes,
while the more difficult ones can take 10 to 15. The advantages far outweigh any cost and would help to make creative careers more
attractive. Greater transparency would give a powerful message to consumers as they are generally more willing to pay for copyright-
protected works if they know that fair remuneration would reach the original creators.

The directive itself is now subject to further consideration and review and may take 12 to 18 months, at best, to adopt, and perhaps
even longer, as my noble friend indicated. As the Minister, or the Minister’s noble friend, reminded me recently, the Government have
published a call for evidence on the copyright proposals. When will they take a definite view on the proposals, including these
transparency provisions? The UK has an unparalleled opportunity to create a fairer playing field for creators by incorporating these
provisions into the Digital Economy Bill, irrespective of whether we want to or can sign up to the directive. The question is whether it
will. I beg to move.

The Earl of Clancarty (CB)

My Lords, I fully support the amendment of the noble Lord, Lord Clement-Jones. I do not have much to add to his thorough analysis
of the issue other than to say that the right of artists, authors and performers to know what is being done with their work, and to
obtain fair remuneration for the exploitation of it, is incontestable. This amendment would, in an effective manner, enshrine that
right.

In one sense, information is money. This amendment will doubtless have hidden benefits in that anything that can be of further help
to artists, particularly those who are less well off, to survive and thrive, and, perhaps, to become the high earners of the future, is a
worthwhile long-term investment and can only be good for the individuals, the creative industries and the UK economy as a whole.

 3.45 pm

Baroness Buscombe

My Lords, I thank the noble Lord, Lord Clement-Jones, for raising this issue. Our creative industries ultimately depend on the efforts of
authors, musicians and other creators, and I agree with the principle that they should be fairly remunerated when their works are
used. We want to create an environment where the UK’s creative industries can continue to thrive and retain their world-leading
edge. The creative content tax reliefs are one of the Government’s flagship policies, and the film tax relief alone supported over £1
billion of expenditure in the UK in 2015-16. The Government are also investing in skills to create a pipeline of future talent. Since
2013, we have made available up to £20 million match funding to the skills investment fund to help employers address priority skills
needs in the screen sector. Over the last 18 months, this has supported more than 500 graduate placements.

The amendment would require those organisations exploiting copyright works via licences to provide the relevant creators with
regular information on their use and the revenue they generate, and states that this obligation could be met by complying with a
code of practice determined at sector level. It would also provide creators with recourse to court if these requirements are not
adhered to. The principle of transparency is an important element of well-functioning markets. I am aware that some creators and
their representatives find it difficult to access information on the use of their works owing, for example, to difficulties in negotiating
suitable contractual terms. I am, however, happy to confirm to your Lordships’ House that the Government are already engaged in
discussions to address this issue. The European Commission has made proposals in this area as part of its current draft directive on
copyright, and the UK will actively engage in these debates while we remain a member of the European Union. As such, I hope the
noble Lord, Lord Clement-Jones, will understand the Government’s wish to allow this process to develop before considering the case
for domestic intervention.

I welcome the noble Lord’s recognition in his amendment of the important role that collectively agreed industry standards can play in
this space. Creators and publishers alike have highlighted the role that such standards can play in improving transparency and
fairness. Examples in the UK include the Publishers Association’s Code of Practice on Author Contracts, and the fair digital deals
declaration operated by the Worldwide Independent Network. I believe that it is worth giving careful consideration to the part that
these industry-led initiatives can play, and I hope the debate at EU level will be a chance to explore that. With this explanation, and
the assurance that these issues are under active consideration, I hope the noble Lord will withdraw his amendment.

Lord Clement-Jones

My Lords, I thank the Minister for an extraordinarily well-crafted response—it seemed to throw bouquets in various directions, but I
am not quite sure where the petals will fall at the end of the day. It was splendidly positive at the outset, and I felt a speech on
industrial policy for the creative industries might be coming on. I thank the noble Earl, Lord Clancarty, for his very supportive
contribution.

The Minister talked about transparency being an important element of a well-functioning market and went on to talk about codes of
practice, the Government’s active engagement in discussions of elements of the EU draft directive, and so on, but she never actually
agreed that the principle of transparency should be incorporated into UK law. Clearly, if the EU directive is passed within the two-year
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period after notice of Brexit is given, it may well be incorporated into UK law. However, the Minister did not say, “Yes, and moreover,
given the call for evidence, we have heard the evidence on transparency and we fully support that element of the directive”. It was
rather a case of saying, “Let’s keep talking and actively engaging”, and so on and so forth. I suspend disbelief slightly given that the
Minister supported the principle but I am not sure she went so far as to support its incorporation into law. That is a rather different
matter. We may well return to this issue on Report. In the meantime, I thank the Minister and beg leave to withdraw the amendment.

Amendment 78 withdrawn.

Amendments 79 to 79B not moved.

Clause 30: Disclosure of information to improve public service delivery

Amendment 80

Moved by

Lord Collins of Highbury

80: Clause 30, page 30, line 8, at end insert—

“( ) Information disclosed from one specified person to another specified person should be used for the purposes of a specific objective only.( ) Where the
information is to be used for purposes other than the specified objective, additional approval must be provided.”

Lord Collins of Highbury (Lab)

My Lords, this group includes a wide range of amendments and our debate on it will be one of our key debates on this section of the
Bill. Clause 30 allows specified persons to share data for a specified objective. Our amendments seek to define and limit this and to
ensure that additional approval is required where there is broadening or leakage

My honourable friend Louise Haigh thoroughly scrutinised this provision in the other place. Certainly, it took me most of Saturday to
read what was said in that Committee stage. I do not intend to repeat all the arguments that were made—but I give fair warning that
it will take me some time to go through these key elements, given that the principles in these clauses have given rise to concern,
certainly in your Lordships’ Delegated Powers and Regulatory Reform Committee.

I start by saying that we on these Benches are completely in favour of effective data sharing across government to achieve public
sector efficiencies, value for money, improved public sector services, improved take-up of benefits for the most vulnerable such as
the warm home discount, free school meals and, most importantly, an improved experience for those who use public services. We
will come to a lot of those issues in later groups today where we have tabled specific amendments.

The public also support these objectives, but their trust is fragile. In recent years we have seen a number of failures in managing data.
The Information Commissioner said in her recent briefing distributed to all noble Lords:

“Transparency and a progressive information rights regime work together to build trust”.

This part of the Bill gives the Government considerable powers to share data. But those building blocks in restoring trust that the
Information Commissioner and just about everyone else agree are needed are sadly not mirrored in the Bill. That is the crux of
today’s debate.

Instead, the building blocks are covered in regulations and codes of practice. As I said, many, including the Information Commissioner
and your Lordships’ DPRRC, have stressed the importance of including such measures in primary legislation as opposed to codes of
practice. Having read through all the codes of practice, I sometimes asked myself what we were dealing with. Is this Bill really at the
stage of being submitted for parliamentary consideration? So much of it needs further work and further consultation that I really do
wonder whether it should be in this House at all at this stage. This is something that we may have to return to.

A specified objective to permit disclosure must meet conditions set out in subsections (6) and (10) of the clause, but they are so all-
encompassing that it is difficult to see anything that the public sector does that is not covered by the clause. The published codes give
examples of objectives that would fall foul of these criteria, including those that are punitive, and it is useful to see those examples.
But it is a real concern that such a clarification of the power is not in the Bill. Why does the Bill not explicitly contain or exclude a
punitive objective? What are we avoiding here?

The codes also give examples of objectives that are too general rather than too specific, and it would help if the Minister could say
exactly where that line could be drawn. Not only are the objectives not limited in the Bill but the bodies that can share or receive data
are not particularly limited either. Subsection (3) states:

“A person specified in regulations under subsection (2) must be … (a) a public authority, or (b) a person providing services to a public
authority”.

This is another area that gives people a lot of concern.

In the Government’s original consultation on the Bill, they stated their intention to proceed with proposals to enable non-public
sector organisations that fulfil a public function on behalf of a public authority to be in scope of the powers. In that consultation, they
said:
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“We will strictly define the circumstances and purposes under which data-sharing will be allowed, together with controls to protect
the data within the Code of Practice. We will set out in the Code of Practice the need to identify any conflicts of interest that a non-
public authority may have and factor that information in the decision-making”.

I read the code of practice. Paragraph 71 refers to this and mentions non-public sector organisations. It says that,

“an assessment should be made of any conflicts of interest that the non-public authority may have”—

but it does not give any examples of what those conflicts of interest might look like. I hope that in his response the Minister will be
able to give more examples of what they might look like. We will come back to this issue in our consideration of other groups of
amendments to this section.

The code also states that data-sharing agreements should,

“identify whether there are any unintended risks involved with disclosing data”,

to an organisation. In the Commons, my honourable friend Louise Haigh—I congratulate her on this work—raised the behaviour of
Concentrix, which was mentioned again on the radio today. It was contracted by HMRC to investigate tax credits and fraud. But the
code of practice does not list any examples of risks or set out how specified persons might go about ascertaining them. We heard on
the radio today that that contract and the mismanagement of the data has caused huge distress to tens of thousands of people, and
that it is ongoing.

The code also states:

“Non-public authorities can only participate in a data sharing arrangement once their sponsoring public authority has assessed their
systems and procedures to be appropriate for secure handling data”.

It does not give any sense of what conditions they will be measured against and how officials should assess them. I hope it is not
going to be on the same basis that the HMRC gave the contract to Concentrix. It is that that we need to know about. This draft code—
and I will keep coming back to it—is in an extremely draft form and needs substantially more work done on it. I hope that the noble
Lord will assure us that these codes will be revised and I hope that, within the revisions, he will acknowledge that substantial
improvements will be made.

 4.00 pm

“There may be some challenges between the provisions and the GDPR … There would be a need to carefully review the provisions of this Bill against the GDPR
to ensure that individuals … have the right to be forgotten, for example, so that they could ask for the deletion of certain types of data, as long as that was not
integral to a service”.—[Official Report, Commons, Digital Economy Bill Committee, 13/10/16; cols. 112-13]

At the moment this Bill makes no mention of consent and the codes are clearly not designed to support a consent-based model. In the other place, Chris
Skidmore, the Minister asserted that,

“these powers do not erode citizens’ privacy rights. They will operate within the existing data protection framework. The new powers explicitly provide that
information cannot be disclosed if it contravenes the Data Protection Act 1998 or part 1 of the Regulation of Investigatory Powers Act 2000. Further, they are
carefully constrained to allow information to be shared only for specified purposes and in accordance with the 1998 Act’s privacy principles … The codes are
consistent with the … data sharing code of practice. Transparency and fairness are at the heart of the guidance”.—[Official Report, Commons, Digital Economy
Bill Committee, 25/10/16; col. 312]

This is an important time to strengthen cybersecurity and the minimisation and protection of data, which is why it is so important that we get this part of the
Bill right. The new EU GDPR and the law-enforcement directive that were adopted in May will come into effect from May 2018. I am very grateful to the noble
Lord for distributing the huge bundle of factsheets. I took the time to read them. I was interested that, in the factsheet Q and A circulated to noble Lords, in
answer to the question of whether the new powers in the Bill are compliant with the GDPR, we are told that they are “consistent” with the codes. I am not sure
I quite understand what is meant by “compliant” and “consistent”. It could be that a lot more work has to be done.

The GDPR includes stronger provisions on processing only the minimum data needed, consent, requirements on clear privacy notices, explicit requirements
for data protection by design and by default and on carrying out data protection impact assessments. Indeed, as the Information Commissioner said when
she gave evidence to the Commons Bill Committee:

We need to be reassured about this because we are not actually dealing with all the information. We do not have before us the finalised codes—at least I
hope we do not, because they are totally inadequate. We need to know more and I think that these probing amendments lay down some very clear markers
about how we should proceed with caution in relation to this Bill.

In her evidence the Information Commissioner advised that additional safeguards were needed in the Bill. She recommended that the Government should
consider an addition to the Bill that would make it clear that the codes of practice established under Part 5 should be consistent with the ICO’s statutory data
sharing code and so forth. She was pleased that the Government had accepted her recommendation—and of course there are now references to her
statutory data-sharing code in the data-sharing chapters. It will certainly help to put the consideration for the protection of privacy at the centre of any data-
sharing initiative.

We have all received this brief, which is fairly strong in terms of the direction of travel. The commissioner welcomed the references to the privacy impact
assessments, but she said that she was still,

“strongly in favour of having reference to them in the Bill”.

The commissioner said that she,

“welcomes the Government’s positive commitment to … address this issue”,

and that:

“Constructive discussions are at an advanced stage”,
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and work is taking place with regard to the codes of practice. But when will we get further information from the Government about these possible changes?
Will we be presented with key elements of principle in amendments from the Government on Report or even later, when we will not have the same
opportunity that we have today to probe, seek explanations and ask questions? It will be a very different sort of forum, and not one that will enable us to
satisfy our concerns.

On the issue of timeframes and consultation, whatever revisions are made to the codes, we want to be satisfied. I know that we have tabled further
amendments on this issue in terms of consultation, but we need in this first group to understand what those timeframes really mean.

I now turn to the Delegated Legislation Committee’s report. I do not think that I have seen such strong language from a committee that has not had a
response from the Government. I assume that the Minister will tell us that they have received the report and are considering it—but how long will that
consideration take? When will we know what the Government’s response is to it? I will not read out the committee’s full report, but we have tabled
amendments. There is one specific recommendation. The committee felt that it was inappropriate for Ministers to have the “untrammelled” powers given by
Clause 30 that would allow them to prescribe extensively. That sort of language needs to be responded to today in detail. I look forward to hearing the
Minister’s response.

At the end of the day, we tabled this amendment and we want to emphasise that we need an explanation from the Government about why these powers are
needed and what safeguards will be in place. If we do not get that explanation, we will need safeguards on the face of the Bill. I beg to move.

Baroness Janke

My Lords, I, too, wish to speak to this group of amendments, many of which are in my name and that of my noble friend Lord
Clement-Jones. As the noble Lord, Lord Collins, said, we on this Bench support the sharing of information. I have been a local
councillor for many years and I certainly see the benefits of being able to share information. It would make people’s lives a great deal
easier and enable them to access benefits and exemptions that they have not easily been able to in the past. We feel, however, that
far more privacy safeguards are needed in this part of the Bill. The amendments introduce some tightening of the terms of the Bill,
but more clarity is needed, with a number of principles involved in this.

Many of the people to whom the information relates are among the most vulnerable: they are people who are unemployed or on
benefits, perhaps with children involved, and not necessarily in a position to understand what is happening if there is no
transparency and some idea of consent in sharing the information. It is also important that we are assured that data being shared are
minimised—that as little as possible is shared. There needs to be a clear justification for sharing data; the purposes must be clear and
the definitions governing that must be tight.

The noble Lord, Lord Collins, mentioned Concentrix. We know that there have been other issues with the Government’s breaches of
information and that government departments are not always as well equipped to deal with sensitive information as they might be. It
is therefore all the more important that we have much more tightly defined terms in the Bill. I agree with what the noble Lord, Lord
Collins, said about our not having those before us at the moment and about what is needed to reassure us on that if we cannot see
them at the moment. The codes of practice are dealt with in the next group of amendments, and we will want to say a few words
about them then, but there needs to be much more rigour and clarity, and many more conditions and safeguards to protect
vulnerable people of the future, not just from wilful misuse of their personal information but from errors that could pursue them
throughout their lives. I hope the Minister will be able to reassure us about this and I look forward to his comments.

Baroness Byford (Con)

My Lords, I shall speak to my Amendment 85, which is linked with this group. I thank the noble Lord, Lord Collins, for his introduction.
I believe in data sharing; I declare that straightaway. However, it needs to be well managed, because, the noble Baroness has just
stressed, we do not want information to be used in a way that is, unfortunately, not fair to some of the very vulnerable families of
which she has spoken.

Although the amendment moved by the noble Lord, Lord Collins, deals with Clause 30, my amendment relates to Clause 33. I have
asked that Clause 33(2)(c) to (f) be deleted, if only to give me an opportunity to express my concerns about this aspect of the Bill. In
these two clauses, we are talking about information being disclosed by gas and electricity companies and information being given by
other authorities to gas and electricity suppliers. That is why one or two of my thoughts went searching as to why they would be in
this group.

My amendment is very much a probing amendment and seeks clarification. The Explanatory Notes state that these paragraphs are
included to enable personal information to be used in,

“criminal investigations, civil or criminal legal proceedings or the prevention or detection of crime or the prevention of antisocial
behaviour”.

My amendment refers particularly to subsection 2(c) in that group. Will the Minister explain in what way the gas and electricity
suppliers will be involved in such activities other than reporting persons and their behaviour to the police? I do not quite see what
responsibility the gas or electricity suppliers have with this part of the Bill in that context.

I also confess considerable alarm at the prospect of power suppliers having access to very personal and private information to enable
them, as I understand it, to investigate, detect, prevent or prosecute anything outside the realm of their normal expertise. Surely,
their original expertise was the supply, maintenance and, where necessary, repair of power lines and pipes, but in this part of the Bill
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it seems to go very wide. I shall speak to other amendments later, so I will not go on at great length at this stage, but this part of the
Bill raises questions for me. I can see some of the advantages of data sharing, but how do we define antisocial behaviour and what
does that have to do with gas and electricity boards? I may be wrong; I look forward to hearing from the Minister.

 4.15 pm

Baroness Hamwee (LD)

My Lords, I come rather late to the table with the Bill, but fresh, if that is the term, from the Investigatory Powers Act, as does the
noble and learned Lord. Like me, he may have reflected on the fact that one of our basic documents in debating the Investigatory
Powers Act was called by David Anderson A Question of Trust; the issue of trust is equally relevant to the provisions in the Bill. Like
other noble Lords, I see the value of sharing information but—and for me it is a big “but”— with constraints, limits, conditions, checks.
I would say balances but I do not think they always do the job. It would be too easy in this area to let convenience obscure other
considerations. I have concerns about fundamental issues and I have difficulty, as I suspect do other noble Lords, knowing quite what
to raise where, but my most fundamental concern is about respect for privacy. The use of bulk data, which we will come to, is bound
to raise this.

I share concerns which have been raised about providers—not the public authorities and public services themselves, but the
providers. Maybe we have to be realistic, as our public services are now provided so much through commissioning and procurement
but, as I read the Bill, the regulations will not be required to list specific providers. I may be wrong about that. If providers have to be
included, it would be appropriate for the public to be reassured, for instance, that the public authority in question maintains a
register of its providers and publishes it. Maybe, also, all records of information held under these provisions should be destroyed at
the termination of the provider’s contract.

The purposes set out here include well-being, which includes the contribution to society. I am not going to let this pass without saying
that that risks being read, and I read it, as very paternalistic. I cannot see how it properly covers anything that is not covered by the
other well-being provisions. Others have suggested that Clause 30 might lead to profiling. There is certainly a concern over health
information, which we will come to separately. I also find it quite hard to think: if you are not contributing to society, are you not
deserving of or entitled to public services? I think it is a very unfortunate term to use in legislation.

I share the concerns about Clause 33. At the very least, to share personal information to prevent anti-social behaviour which is not a
crime—we know it is not a crime; you do not even need to go to the legislation about anti-social behaviour to know that, because it is
referred to separately from crime—is going several steps too far. I start—I am not suggesting that others do not—from the premise
that personal information should be kept confidential unless there is good reason not to do so, and if it is not confidential it needs to
be treated with the greatest care and sensitivity. Respect for private life is one of our basic values. The Minister would be able to
quote Article 8 of the European Convention on Human Rights—as I will do—without reading it. It says that there are “necessary”—I
stress that word—exceptions in the interests of national security, public safety, the economic well-being of the country, the
prevention of disorder or crime, the protection of health or morals or the protection of the rights and freedoms of others. I support
the amendments—I think they are in this group—that would import the term “necessary”.

Article 8 refers to disorder and crime, but—I will not be surprised if the Minister quotes some case law at me on the definition of
“disorder”—I would have thought that in this context it must refer to something a good deal more serious than what may fall within
“anti-social behaviour”.

The Investigatory Powers Act includes the much-welcomed and much-discussed “privacy” clause; during the debate on that we
considered the requirements of both necessity and proportionality. The Act also refers specifically to the Human Rights Act and to
crime as a consideration when it is a serious crime, and it refers to using “less intrusive means”. These points are all relevant to this
debate.

For my part, this amounts to support for all the amendments in the group and a concern to persuade the Government to look at the
issues through the lens of rights to privacy as well as efficiency. Most citizens accept—indeed, expect—that in a digital age
government departments will share information, but with narrower purposes and stricter checks than the Bill offers.

The Advocate-General for Scotland (Lord Keen of Elie) (Con)

My Lords, I am obliged to noble Lords for their observations on this group.

The powers in Chapter 1 of Part 5 will support the delivery of better services to achieve specified objectives, such as providing
assistance to those suffering, for example, from fuel poverty. Your Lordships would all appear to be agreed on the need for effective
data-sharing, but when we talk about that we must mean data-sharing that is secure and commands the trust of the general public—
that is sufficiently ring-fenced to give confidence in the whole process. No one would take issue with that.

In that context I make this observation at the outset. It applies not only to this group of amendments but to further groups that we
will come to this afternoon and perhaps much later this evening. We have to look at the provisions in this Bill in the context, first, of
the Data Protection Act 1998, because the provisions of that Act apply in the context of this Bill. Therefore, as we look at the Bill, we
must remember the protections that already exist in law with regard to data in this context. First, processing of personal data must
always be fair and lawful. Secondly, data cannot be processed in a way that is incompatible with the purpose for which they were
gathered. Thirdly, personal data must be,

“adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed”.
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The personal data should be “accurate”, so a subject may be in a position to demand that they should be corrected.

Furthermore, on the point made by the noble Baroness, Lady Hamwee, personal data can be kept no longer than is necessary for a
particular objective. Where, therefore, they have been employed for a particular objective—or a party has received them for a
particular purpose—and a need to keep the data for that purpose can no longer be displayed, they cannot be retained.

Baroness Hamwee

My Lords, will the noble and learned Lord address—in a later group, if not this one—why the terminology in the Bill is “personal
information” rather than “personal data”, which might have made the marrying-up of the legislation a bit easier?

Lord Keen of Elie

Indeed I can. The reason is that in the present context, personal information extends to bodies corporate and other personalities that
are not otherwise covered by the first definition. I will elaborate upon that later but that is why there is a distinction between the two
terms. We can see that the two terms substantially overlap but it is only because of that technical distinction that they are employed
in this way. I hope that that satisfies the inquiry from the noble Baroness, Lady Hamwee.

The Data Protection Act not only circumscribes the use of data in very particular ways—for example, personal data must be
processed in accordance with the data subject’s rights under the Act and be held securely to guard against unlawful or unauthorised
processing, which addresses a point that many of your Lordships referred—but provides remedies in the event that those obligations
are not adhered to. Generally speaking, that involves a complaint to the Information Commissioner.

Of course there have been lapses in data control. We are well aware of many of them. The noble Lord, Lord Collins, alluded to
Concentrix, where there clearly appeared to have been lapses such that the Revenue terminated its contract without further notice in
November of last year. We recognise that there are risks associated with data and data-sharing. That is why we emphasise the need
to look at the provisions in the Bill not only alone but in the context of the Data Protection Act.

Lord Collins of Highbury

There were obviously risks associated with the contract for Concentrix and the fall-out from that contract is certainly ongoing,
because of the people who have suffered hardship. The Government will undoubtedly have to investigate even more because at the
moment, we are dealing only with the people who have appealed. Can the Minister tell us exactly why the existing provisions for a
risk assessment did not stop this contract from going sour?

Lord Keen of Elie

As the noble Lord is aware, Concentrix was not the only incident in which there were data breaches. They have happened not only in
the context of parties operating with government but also entirely in the private sector. So far as I am aware, no one has made a
claim for infallibility where data protection is concerned. Albeit that we aspire to the highest standards in data protection, we are not
making claims of infallibility.

The noble Lord, Lord Collins, also referred in the present context to the GDPR, which will come into effect as a European regulation in
May 2018. I reiterate that the provisions in Part 5 of the Bill are compatible with the GDPR. The noble Lord appeared to take some
issue with that term, but let me be clear: the provisions of Part 5 are drafted in such a way as to be compatible with the regulation.
When the regulation comes into direct force, we will look at the provisions of the Act and the codes of practice to ensure that they are
consistent with it. That is the way in which these things are done. The regulation is not yet in force and will be applied to the existing
statutory structure from May 2018. I reassure him that it has always been intended that Part 5 of the Bill should be compatible with
the regulation, for very obvious reasons.

Then there is the matter of the draft codes of practice. At this stage they are, of course, a draft. Those drafts have incorporated
comments and advice from practitioners right across the public sector, from the Information Commissioner and from the devolved
Administrations, so they have brought in that body of knowledge at this stage.

 4.30 pm

We are of course aware that the Delegated Powers Committee has made a series of observations on these matters. As the noble Lord so ably anticipated, we
are considering its recommendations. With regard to timescale, we fully intend to respond to those recommendations before we reach the Report stage of
the Bill. I cannot be more precise at this stage but clearly it is in everyone’s interest that we should be able to respond within such a timescale. That certainly is
our present intention.

Perhaps I may move on just a little. Amendment 80 requires that additional approval be obtained where information received under the powers is to be used
for purposes other than the specified objective. Again, one is reading this against the background of the DPA. While we appreciate the need for limitations on
these powers, this amendment would undermine the policy rationale behind including these exceptions. Information-sharing could highlight problems or
issues where public authorities would be expected to act. Exceptions included in our powers include investigating criminal activities, safeguarding vulnerable
adults or children, and protection of national security. These exceptions are included to enable action to be taken in respect of matters of pressing public
interest.

As I mentioned earlier, the second data protection principle of the Data Protection Act requires that data shall be obtained only for a specified purpose and
shall not be further processed in a manner incompatible with that purpose. If a data controller wishes to make use of information for a purpose other than
the one for which it was originally gathered, fairness will be a key consideration in deciding whether the additional purpose is compatible with the original
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purpose. The restrictions on use of personal information in these clauses are therefore intended to be consistent with this approach, and all processing of
data under the powers must, I repeat, be compliant with the DPA. The combination of the restrictions in our gateways and the existing rules under the DPA
mean that, in our view, this additional approval requirement, as set out in the proposed amendment, is not required.

I turn to Amendment 80A, which seeks to remove the provision from the public service delivery power which enables persons providing services to a public
authority, such as charities and private companies, to be listed as “specified persons” permitted to make use of the power to share information. This in effect
would mean that only public authorities can be “specified persons” as defined by the Bill.

We posed the question of whether such bodies should be included within the definition of specified persons within our public consultation on these powers.
The majority of respondents supported their inclusion. After all, effective public service delivery depends on multi-agency co-operation, and increasingly this
involves charities and private and third-sector organisations. Bodies outside the public sector provide public services in a way that often leaves them holding
valuable information about public services. It is important that public authorities can access this information to improve public service delivery. These powers
provide for a consistent and transparent framework for sharing information. Removing the ability of public authorities to share with charities and private
sector organisations in this way would significantly restrict the effectiveness of the public service delivery provisions.

I turn to Amendment 85, tabled by my noble friend Lady Byford. This amendment intends to restrict the exceptional purposes for which personal information
may be used or disclosed for purposes other than the specified objective by limiting the existing exceptions to circumstances where the information has
already been made lawfully available to the public or the data subject consents. I remind noble Lords that public authorities would need to apply the DPA, and
specifically its third principle of data minimisation, to the processing of personal information under these powers. As such, only personal information that is
necessary to fulfil the specified purpose will be shared.

The noble Baroness, Lady Byford, raised the question of power suppliers having certain powers. Those powers are circumscribed by the principles enunciated
in the Data Protection Act. It is in that context that these powers have to be considered. That includes the reference to anti-social behaviour, a point taken up
by the noble Baroness, Lady Hamwee. As she perhaps anticipated, I was going to quote the fact that Article 8 of the convention refers not just to “crime” but to
“disorder or crime”. One has to remember that there is a need for respect for private life, but that need for respect for private life works in two directions.
Those who are victims of anti-social behaviour also have a right to a private life. It is in that context that we have to consider these provisions.

The noble Baroness, Lady Hamwee, then embraced all the remaining amendments in the group, and I shall respond to them shortly. Amendments 94 to 98,
122 to 127, 142 to 146 and 164 to 168 relate to the public service delivery, debt, fraud and research powers and seek to impose tighter controls restricting the
onward disclosure of personal information disclosed under these powers. Clauses 34, 43, 51 and 59 prohibit the onward disclosure of personal information
disclosed under the powers. Anyone who knowingly or recklessly breaches that prohibition will commit an offence. The limited exceptions to this general
prohibition are set out in subsection (2) of each clause and have been drafted with input from other government departments to ensure that the Government
comply with their obligations—for example, in terms of disclosing documents following court orders—and that our unlawful disclosure provisions do not have
unintended consequences for operational arrangements, such as those supporting the police and other emergency services.

Amendments 94, 122, 142 and 164 propose limiting some of these exceptions to what is “required by” rather than “permitted by” existing legislation. The
remaining amendments restrict further disclosure of such personal information to where its disclosure is necessary in certain circumstances, such as for the
purposes of a criminal investigation or national security. I respectfully suggest that these amendments are not necessary. The principle of data minimisation,
which I have already alluded to, applies to the processing of personal information under these powers, and so only that which is necessary to fulfil that
purpose will be shared. Preventing the use of these powers for the onward disclosure of information where it is already permitted under existing legislation
would simply introduce unnecessary complexity and could inhibit the disclosure of information for legitimate purposes.

On that basis, I invite the noble Lord to withdraw the amendment. I say very fully that these are well-intentioned amendments because we understand what
lies behind them and why the probing amendments in this group have been tabled.

Baroness Byford

I specifically asked why the responsibility has been placed on gas and electricity suppliers to have regard to some of the things stated
in the Bill, and I would be grateful for an answer. I do not mind if the answer is not given now, but if that could be clarified I would be
grateful.

Lord Keen of Elie

I am perfectly prepared to write to my noble friend to clarify that point, and I will place a copy of any letter in the Library.

Lord Collins of Highbury

I thank the Minister for his response. One of the things that we will encounter as we go through this section is the fact that the 1998
Act has some fundamental principles, but that we have the Bill before us because there is a need for greater clarity. The world has
changed in the past 20 years, certainly in the way that we handle and interrogate data. We no longer simply say that this set of data
will go to that person and so on. We do not necessarily even have to share the whole dataset. The point is about how one might
interrogate data. It is a very different world. I am not suggesting for one moment that errors do not occur, accidents do not happen
and mistakes cannot happen, but in the modern world we conduct risk assessments to understand how we can minimise those
things. That is what I want properly addressed when we come back to some of these issues.

The Minister says that the Government will consider the report of your Lordships’ committee. If there are to be further amendments, I
hope that we will have time to consider them and even to put down our own amendments to ensure that the principles about which
we are concerned will be able to be addressed. With those comments and, if you like, fair warnings, I beg leave to withdraw the
amendment.

Amendment 80 withdrawn.

Amendment 80A not moved.

House resumed.
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Digital Economy Bill
06 February 2017

Volume 778

Committee (3rd Day) (Continued)

 5.25 pm

Amendment 81

Moved by

Lord Collins of Highbury

81: Clause 30, page 30, line 25, leave out “had regard to” and insert “complied with”

Lord Collins of Highbury (Lab)

My Lords, I have no doubt that we will constantly return to codes of practice, especially about the need for them to be revised and, I
hope, improved. But the purpose of these amendments, particularly Amendment 81, is to ensure that when they are finally agreed
they have strength and a statutory basis to ensure that they are properly applied. It is important that the principles and safeguards
that we have debated so far are included and statutory. I am concerned that having “regard to” provides too many loopholes that will
undermine the very public confidence that we seek in passing the Bill. I hope that the Minister will be able to reassure all sides of the
House, once again, about how we can consult broadly on these codes and ensure that they are properly referenced in legislation and
properly complied with.

In Amendment 107B, we know that what is important is that corrective action can take place if there is a breach of the code. We know
that measures are also in the Bill, including criminal sanctions, where data protection is breached. But what about those areas and
cases where public authorities exceed those powers for supposedly public good? Will the Minister tell us what adequate measures
would be in place? The Minister in the other place said that the wording “had regard to” already follows common practice in
legislation, as illustrated in Section 25 of the Immigration Act 2016 and Section 77 of the Children and Families Act 2014. He argued
that as the power covers a range of public authorities and devolved territories, the Government want flexibility about how the powers
can be operated so that we can learn what works and adapt the code as necessary. This comes to the crux of the matter once again
and why so many noble Lords have concerns about these provisions. It is this open-ended flexibility and uncertainty about where this
is going to lead to that raise concerns. We are told that to put these matters into the Bill would hamper the ability to adapt for future
purposes. If bodies fail to adhere to the code, the Minister will make regulations that remove their ability to share information under
that power.

Part 11 of the code states:

“Government departments will expect public authorities wishing to participate in a data sharing arrangement to agree to adhere to
the code before data is shared. Failure to have regard to the code may result in your public authority or organisation being removed
from the relevant regulations and losing the ability to disclose, receive and use information under the powers”.

Is that really sufficient? Is that enough? What about the cases that we have heard? As the Minister said in the previous debate,
departments are not infallible. I do not think that this is sufficient. We know that the Information Commissioner wants changes; we
know that they want these codes not only to be improved but to have proper force. I beg to move.

 5.30 pm

Baroness Janke (LD)

My Lords, I, too, shall speak to this group of amendments, having put my name to some of them. The noble Lord, Lord Collins, has
already raised the issue about the permissive approach in the Bill, which we have rather rejected, and the question of inserting
“complied with” rather than “had regard to”. Many of the amendments deal with that issue across the various agencies involved.
When you consider that this is operated in relation to various criteria to do with improving people’s physical health, their emotional
well-being, their contribution to society and their social and emotional well-being, the breadth of those areas is really rather daunting.
You could justify almost anything under those four areas, and I do not really believe that the code of practice could be remotely
enforceable if those were the criteria that were used.

Worse still, they could be used in a rather punitive way. For example, it could be argued that it is improving people’s well-being by
making them work; and if they are disabled, pursuing people who have disabilities or difficulty in getting work could be used to
penalise vulnerable groups. It would affect people who are on benefits or are pensioners—all sorts of vulnerable people. There needs
to be somewhat more rigour in the Bill than criteria such as those that we see there now.

Moreover, these amendments deal with a minimum consultation period, which we support. Finally, the code of practice should be
laid before Parliament, which, again, would be another safeguard. We must have much more transparency and greater rigour of
application, enforceability and consistency across all the agencies and with other rules of disclosure. I would like to hear what the
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Minister has to say about these concerns. We believe that these matters must be answered and wish to understand the
Government’s approach in order to decide whether we need to take this forward at a later stage.

Baroness Hamwee (LD)

My Lords, I, too, support the various amendments in this group. “Having regard to” a matter always seems to leave some wriggle
room. If there should be exceptions to compliance—because I think we are talking about compliance here, not about consistency—
then those should be spelled out. I accept that having codes of practice outside primary legislation allows for flexibility, which might
be useful, for a response to experience of the operation of the code and, perhaps, for changing circumstances. However, there is so
much reliance on codes of practice here that an inclusive process for constructing and finalising them is very important, as well as
transparency in operation.

The noble and learned Lord will probably have a better recollection than I have of the discussion during the passage of the
Investigatory Powers Bill about providing transparency by way of ensuring that people who were affected by the transmission of
information knew about it. This was rejected for security reasons, but that would not be the case here. The overall objective has to be
transparency and inclusiveness.

The Advocate-General for Scotland (Lord Keen of Elie) (Con)

My Lords, Amendment 81 and the other amendments in this group are intended, of course—and I understand this—to strengthen
enforcement of the codes of practice in relation to the public service delivery, debt and fraud, and research powers by requiring
authorities who use the powers to “comply with” rather than “have regard to” these codes. The noble Lord, Lord Collins, has sight of a
loophole, and the noble Baroness, Lady Hamwee, has encountered wriggle room, but I would take issue with those descriptions.

There is common ground here. We, too, believe that the codes are an important part of the data-sharing powers. However, the
Government believe that “have regard to” is the right level of obligation for a code of practice. This is a legal obligation. Such persons
when disclosing or using information will be expected as a matter of law to take the codes seriously and follow their requirements in
all cases unless there are cogent reasons why they should not do so. It is, of course, common practice for legislation to set out the
critical limitations on a power while codes of practice—which are more adaptable, as the noble Baroness, Lady Hamwee,
acknowledged—are advisory tools that supplement with regard to best practice, principles and guidance.

The noble Lord, Lord Collins, alluded to a situation in which an authority exceeds its powers for the public good. In such a situation—
without going into the detail of it—the authority would be exceeding its powers and it would have to answer for that, whatever the
public good might justify in other circumstances.

Key conditions for the disclosure and use of information are set out in the Bill, including what can be shared, by whom and for what
purpose. We have followed a common approach taken by government and others, including the Information Commissioner, to
provide more detail on how data are to be shared in a code of practice. That does not mean that the code is to be treated lightly.
Legal consequences may follow if the code is disregarded, as the Delegated Powers and Regulatory Reform Committee pointed out in
its report on the Bill. The relevant Minister can make regulations to remove a body’s ability to share information under the power if it
fails to adhere to the code. The noble Lord, Lord Collins, raised the question as to whether that is considered sufficient in the
circumstances. We do consider that that is a sufficient safeguard in the circumstances. I also remind noble Lords—in particular, the
noble Baroness, Lady Janke—that the first requirement of the Data Protection Act is that processing of data should be fair and
reasonable. That underpins in existing legislation the whole approach that should be taken to this Bill.

The noble Baroness, Lady Hamwee, sought to draw a distinction between the provisions here and those in the Investigatory Powers
Act about knowledge of data transfers. Of course, although we are not necessarily dealing here with national security, we are dealing
with issues such as fraud, where it would be wholly inappropriate to give people advance notice of data-sharing, particularly if one
were going to address issues of criminal conduct.

Amendment 107B would require breaches of the code of practice on the public service delivery power to be reported to the
Investigatory Powers Commissioner. It also places a duty on the Investigatory Powers Commissioner to investigate serious breaches
and, where necessary, to inform the relevant individual of the breach. In doing so, the commissioner would have to ask the person in
breach to make submissions before making a decision. With respect, the amendment would impose a considerable additional
function on the Investigatory Powers Commissioner, where he or she would be bound to deal with breaches of a code of practice on
information sharing which in no way relates to the commissioner’s remit of investigatory powers.

Indeed, placing such duties on the Information Commissioner would effectively be broadening the Information Commissioner’s remit
without appropriate consultation. It would, as with Amendment 81B, cut right across the functions of the Information Commissioner,
as distinct from the Investigatory Powers Commissioner; the Information Commissioner being responsible for upholding the Data
Protection Act 1998, and also the safeguards and procedures for dealing with breaches of the code, which are already set out in
various provisions. Such an amendment would blur the lines between the responsibilities of the Information Commissioner and the
Investigatory Powers Commissioner and potentially lead to confusion and unnecessary duplication. If, in making those observations, I
referred to the Investigatory Powers Commissioner when I meant the Information Commissioner and referred to the Information
Commissioner when I meant the Investigatory Powers Commissioner, that simply underlines how easy it is to cause confusion in this
area.
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Amendments 108, 115, 134 and 151 call for the codes to be subject to approval by Parliament. A similar requirement was also raised
by the Delegated Powers Committee in its recent report. We are carefully considering that proposal and I assure noble Lords that we
will be responding to it shortly. Amendments 109 and 135 would introduce a requirement for the Minister to consult publicly on the
code for a minimum of 12 weeks before issuing or reissuing it. Amendments 110, 152 and 190 would require that the Minister
demonstrate that responses to the public consultation,

“have been given conscientious consideration”.

The policy in respect of these powers, and much of the content of the codes of practice, have been developed over two years of open
policy development with a range of public authority and civil society organisations. The code sets out procedures and best practice
drawn from guidance produced by the ICO and Her Majesty’s Government. We amended Clauses 36, 45, 53 and 61 in the other place
to ensure our code will be consistent with the Information Commissioner’s data-sharing code of practice. The clauses contain a
requirement that the Minister consults the devolved Administrations, the Information Commissioner and any other person the
Minister considers appropriate prior to the issue or reissue of the code. I assure noble Lords that these other persons will include civil
society groups and experts from the data and technology areas. It is, indeed, our intention to run a public consultation before laying
the code before Parliament. I need hardly add that all consultations are taken seriously by the Government and all responses
considered with appropriate conscientiousness.

I understand the interest in the codes and the desire to make sure they are effective. The codes will provide a strong safeguard for
the use of the power, backed up by real consequences if they are not adhered to. With that, and while we consider the
recommendations of the Delegated Powers Committee further—as I have indicated, we intend to do that in the very near future—I
invite the noble Lord to withdraw his amendment.

 5.45 pm

Baroness Hamwee

The noble and learned Lord warned us against giving advance notice to potential fraudsters, but I think we are talking in these
amendments about notice which may be in retrospect. I am looking at the noble Lord who has tabled the amendments. There are
different issues, I think, about giving notice in advance and telling people that you have transferred information. Maybe we need to
come back to the distinction between the two at the next stage. On the requirement to have regard but not necessarily to comply,
does that not point up the real weakness of a code that is not approved by Parliament? These two bits of fragility seem to me to go
hand in hand and undermine the security, as it were, of the regime.

Lord Keen of Elie

I am content that we return to the noble Baroness’s first point if she feels that there is a point of distinction to be made. On her
second point, I do not accept that there is fragility in this context. We are well aware, by virtue of past practice, that this formulation is
appropriate to the application of codes of practice. Indeed, the noble Baroness herself observed that when applying one’s mind to a
code of practice, a degree of flexibility is necessary. One cannot freeze them. That is why we consider that the wording here is
appropriate.

Lord Collins of Highbury

I thank the Minister for his response. Obviously, the codes of practice are key to giving a sense of security and to building public
confidence. They are critical, which is why noble Lords want to see exactly how they will end up. I am very happy with the reassurance
that the Minister gave regarding parliamentary involvement and consideration of the report of your Lordships’ committee. That is
very welcome and we will return, obviously, to some of the issues, particularly on medical information and other information set out
in other groups. We will return to the subject of the Investigatory Powers Commissioner in the next group and I will explain in that
discussion why we see, perhaps, a distinct role, arising from the debate this House had on the Investigatory Powers Act. In the
meantime, I beg leave to withdraw the amendment.

Amendment 81 withdrawn.

Amendment 81ZA

Moved by

Lord Collins of Highbury

81ZA: Clause 30, page 30, line 28, at end insert—

“( ) The effective maintenance of the electoral register must be specified as an objective in regulations under subsection (6).”

Lord Collins of Highbury

Are we dealing with Amendment 81ZA? I would hate to give the wrong speech on the wrong group, although I suspect that noble
Lords would notice. I have been in other forums where people have not noticed, but that is another matter.
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Amendment 81ZA focuses on the extension of sharing objectives to include the electoral register. A number of amendments in this
group address concerns that have been raised about living in cold homes or school meals provision: basically, how we make this
sharing of data more effective. I have no doubt that the Minister will say in response that the Bill will allow for this, but we want to
raise on the Floor of the House the importance of these extensions of sharing objectives to the overall, broad objectives set out in
Part 5.

Focusing on the electoral register, we know that the Electoral Commission has said that up to 1.9 million people could lose their right
to vote as we transition to the individual registration of electors. Of course, until 2009 one person in each household completed the
registration for every resident eligible to vote. It was a Labour Administration who accepted the principle, and there may be very good
reasons, but the way the changes are introduced could be a disaster for our electoral system. That is why it is fundamentally
important that we see data sharing as a positive way to address this potential effect on our democratic system. My noble friend Lord
Stevenson has tabled an amendment to the higher education Bill that seeks to enhance the responsibility of higher education
institutions to remind students of their right to register to vote—and particularly to decide where to vote. In this amendment we are
trying to ensure that institutions have proper powers to share data to that end.

It must be understood that this transition to individual registration has put a huge burden on cash-strapped local councils, who need
to contact 46 million people instead of 20 million. Some people have been unable to register, many of them because they simply do
not have the required access that they would previously have had. This amendment focuses on people who are vulnerable, who need
help, or who have not previously taken up their rights, perhaps because they do not have the necessary access or are not fully aware.
That comes back to the issues—many other noble Lords will pick up the point—of fuel poverty and access to free school meals. The
right to free school meals is important not only for the individual child—for the benefits the child will get—but for the funding of the
educational institutions. I hope, therefore, that the Minister will accept these amendments, which are about ensuring that we can do
these things and that these issues are addressed, even if he does not think that they should necessarily be in the Bill.

Lord Storey (LD)

My Lords, I shall speak to Amendment 82. This Bill is an opportunity possibly to enhance the lives of the most disadvantaged and
vulnerable people in our society. The words of our Prime Minister always come to mind:

“a country that works for everyone”.

This amendment will help the country work for everyone. Currently, the parent of a child wishing to have a free school meal must
apply for it. Not only does that provide a free school meal, which is hugely important for children because hungry children are not
good learners, but it ensures that the school gets a pupil premium—a substantial sum of money—to help those disadvantaged pupils.

This simple amendment would ensure that local authorities automatically enrol those entitled to receive free school meals. Local
authorities currently administer a number of benefits, such as council tax and housing benefit, so they are aware of families that
would be eligible to claim free meals and would automatically contact the school. This would ensure that parents who, for a host of
reasons, fail to claim would be able to do so.

It is estimated that a family with a child receiving free school meals can save up to £400 a year. Noble Lords may imagine that if the
parents have more than one child the saving is quite substantial. As well as the family saving money and the child getting a free
school meal it ensures that the school gets a substantial amount of money—the pupil premium—to help disadvantaged pupils.

The Minister will probably reply—as did the Minister from the other place—that the department’s own electronic eligibility checking
system means that the clause is not really needed. That, however, is only a system which enables a school to check whether the
parent is on the free meals register: it has speeded up the process but does not do the job that this amendment hopes to do.

I make a further point about this, at a time when we are all sensitive about the amount of private data that circulates: there is
perhaps a fear that leads people to question why schools should have private data on pupils entitled to free meals. For that reason
the amendment clearly states that parents will be notified before this information is made available and that there will be opt-out
arrangements. I hope, therefore, that the Minister will be sympathetic to this very important amendment.

Lord Kirkwood of Kirkhope (LD)

My Lords, it is a pleasure to follow my noble friend. I support his Amendment 82 and shall speak to Amendment 92, which is in a
similar vein but relates to the warm home discount. I am grateful to the right reverend Prelate the Bishop of St Albans and to the
noble Baroness, Lady Massey, who have other duties in the House and would otherwise be here.

It is my pleasure to speak to Amendment 92, which seeks to test the possibilities that Clauses 30 to 32 open up. For years I have been
banging away at the Department for Work and Pensions to make proper and better beneficial use, in terms of client well-being, of the
vast amount of data that it has on families. That, together with the data held by HMRC, and particularly the data generated when
universal credit comes in, will give the Government as a whole immensely enhanced abilities to promote well-being, particularly in our
low-income households. I warmly welcome Clauses 30 to 32.

I am listening carefully and correctly to some of the interrogation that is being properly directed at the Government, because we have
to get this right; it is very important that the protections are there. Subject to those protections, I am an enthusiast for making use of
these provisions. I am slightly surprised that there have not been more attempts—like mine and that of my noble friend—to prise
open new opportunities as the Bill goes through. This amendment tries to test the willingness, enthusiasm and ingenuity of Ministers
in seeing how they can expand public services to our citizens under Clauses 30 to 32.
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Amendment 92 simply seeks to improve the use of data-sharing powers to extend the reach of the warm home discount. The
provenance of this amendment is work that I have been doing over months and years for the Children’s Society, and I acknowledge
and pay tribute to the work it does with families, particularly with children in fuel-poor households. The Children’s Society has been
making the argument to me about the importance and urgency of getting the issue of fuel poverty dealt with more adequately. We
need only look at the announcement from npower last week, and indeed some of the wider economic indicators that are showing
that this group of fuel-poor households is likely to find things getting a lot worse before they get any better. We need to pay attention
to that.

I am told by the Children’s Society that, according to the Government’s own figures, families with children are now the biggest group
affected by fuel poverty: 45% of households that can claim the warm home discount are now families with children under 18. The
Children’s Society has some valuable survey evidence of a project that it carried out in Bradford and in other places, which indicates
clearly the distress caused by fuel poverty. For instance, there is the fact that parents in these households are frightened to turn up
the heating in cold winter months because they fear the level of the increased bills it would occasion. Some of those same parents
believe that their children’s health is potentially affected by not doing so, so it is a real concern for the parents involved.

 6.00 pm

The warm home discount, as colleagues surely know, is not a mainstream benefit but is of significant assistance to those who need it. The scheme is currently
carried out for two groups. There is a core group, which targets low-income households beyond pensionable age. These are covered under the provision in
the Pensions Act 2008 that set up an agreement between the DWP, HMRC and energy companies. It enables people who are beyond retirement age to qualify
entirely automatically for the discount. It is taken from their bills and they do not need to apply for it at all. On the other hand the broader group, which is
more discretionary and covers vulnerable children in low-income households, does not have that advantage. The Government introduced criteria in 2015 to
help with this, which was very welcome, but access to their £140 discount is still patchy and discretionary. It is not automatic. The Children’s Society estimates
that only one-third of children in fuel-poor households receive warm home discount at the moment—a matter of concern to it, as I am sure it should be to
colleagues here in the Committee.

We need to add fuel-poor families with children aged under 18 to the core group for automatic eligibility for the warm home discount. That can now be
achieved because we can get access to the data and share them with the energy companies. Clauses 30 to 32 could unlock the warm home discount for these
families, so this amendment asks the Government to ask the DWP to endorse this approach and take the opportunity to make use of these clauses. In
particular, will the Government commit to a consultation on how this could be done in the next six months, moving low-income families in fuel poverty to the
core group of the existing warm home discount scheme?

Lord Whitty (Lab)

My Lords, like those of the noble Lord, Lord Kirkwood, my three relatively small amendments in this group relate to fuel poverty. I was
not at all surprised when my noble friend Lord Collins of Highbury was a bit confused at the beginning of this rather mixed-up group.
It covers not only my subjects but voter registration and free school meals; most of the government amendments seem to relate to
water and sewerage. I was tempted to say that it covers electoral rolls, bread rolls and toilet rolls. However, my amendments deal
with something entirely different and their intention is very much the same as those of the noble Lord, Lord Kirkwood. I will not
repeat all that he said.

My aim here is to make the system of data-sharing more effective. I recognise all the concerns expressed around this Committee
about the dangers of data-sharing by public bodies and I understand them, because in different circumstances I have been deeply
suspicious of the gas and electricity companies, as the Baroness, Lady Byford, clearly was a couple of groups ago. To make
identification of the fuel-poor more effective, we need more effective and comprehensive data-sharing, along with the ability of
different authorities and companies to share them, but this must be subject to all the safeguards. One safeguard is clearly stated in
the Bill: that the information that can be used and shared in this way relates to the health of those affected by fuel poverty because
they live in cold, draughty and damp homes. I do not need to spell out the effects of fuel poverty on those people’s health. It is quite
important that in addition to the provisions in Clause 30(8) for helping the delivery of services and benefits, the clause should also
refer to improving the health of those affected by it. My first amendment would do that.

My second and third amendments simply extend those gas and electricity operators which need to be engaged in it and will be
subject to the same safeguards. It is increasingly the case that consumers and householders, including the fuel-poor, have a closer
affinity with the distribution networks than with their sensible supplier, which sends them the bill. To improve their situation, they will
have to deal with the electricity distributor and, shortly, with the gas network distributor company. These amendments to Clause 31
deal with putting those distributors in the same category as gas and electricity suppliers. These are tidying-up amendments but they
will make data-sharing in this important area of fuel poverty more effective. The noble Lord, Lord Kirkwood, spelt out why that is
necessary and, in particular, why those not automatically assigned to the warm home discount need to be identified and
automatically put on the list of those who receive it. If we achieve that via the Bill, it will be a very important improvement and a step
towards eliminating fuel poverty in our society.

Baroness Hamwee

My Lords, I want to ask a question about government Amendments 83A and 83B, which are about water and sewerage. Will these
provisions apply only where there is a water meter? I am struggling to understand how they can work if the customer does not have
metered water, and whether the information would be relevant—and how it could be used—if that is not the case. I am quite 
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prepared to be told that I have not understood this properly but if I am right, should the provision not spell out that it is confined to
that situation? That would make it clearer.

Lord Hunt of Wirral (Con)

My Lords, I declare my interest as a partner in the global insurance law firm DAC Beachcroft and as chair of the British Insurance
Brokers’ Association, along with other interests set out in the register.

In speaking to Amendment 196A, I seek to address a small but important point on the operation of the Employers’ Liability Tracing
Office, or ELTO. Colleagues may recall that I also raised this when we debated the Enterprise Bill in 2015. Although it has been
grouped with amendments to Clause 30—I am happy to accept the grouping—it seeks to insert a new clause after Clause 65 in
Chapter 6 of the Bill, which deals with Her Majesty’s Revenue and Customs.

In 2010, the Department for Work and Pensions identified the need for a tracing office, and ELTO was established in the same year.
Sadly, former employees continue to contract industrial diseases, including cancer, due to workplace exposure many years earlier. All
too often, the employer is no longer in existence by the time the disease is diagnosed. This was considered by our colleagues at the
Department for Work and Pensions as a major obstacle to the former employees’ obtaining compensation.

ELTO was established, and the insurers are now required to provide to ELTO details of all employers’ liability policies that have been
issued since April 2011. According to the information I have received, ELTO is working well. In the 11 months to the end of November
last year, there were more than 178,000 successful searches of the Employers’ Liability Database, but it could be working better.

The piece of the jigsaw that is often missing is the employer’s PAYE reference number. This number is now used to identify an
individual employer in the Pay as You Earn system. Each employer is given a unique reference number. If this unique reference
number could be applied to the Employers’ Liability Database, it would make searches more accurate, as it would avoid problems of
company names’ changing over time. Generally speaking, it would enable the correct employer to be traced.

One major obstacle is that by law ELTO is unable to gain this information under the Commissioners for Revenue and Customs Act
2005, which prevents HMRC from sharing information except in specified circumstances. Alternatives to primary legislation have
already been explored with HMRC. Although we often think of employers as large companies, many are sole traders or family
partnerships. For them, the reference number could well amount to personal data, which are rightly protected from general
disclosure.

The measure, which I now understand is supported by ELTO and HMRC, is proportionate. HMRC has a ready-made database of these
unique reference numbers to which ELTO could be given limited access. All ELTO needs is the reference number itself and the name
and address of the employer as a cross check. The amendment would permit ELTO and HMRC to set up, at no cost to HMRC, a facility
to share this limited information. It will help make the ELTO database fit for the future.

Many noble Lords will know that I have the honour to be an officer of a number of all-party groups, including not only the
Occupational Safety and Health All-Party Group but also the All-Party Group on Insurance and Financial Services, so I should also
declare those interests because this amendment is strongly supported by my colleagues on those groups.

This amendment would provide great benefit to employees, employers and insurers alike. I hope my noble friend the Minister will
feel able to accept it. I beg to move.

The Parliamentary Under-Secretary of State, Department for Culture, Media and Sport (Lord Ashton of Hyde) (Con)

My Lords, I am grateful to all noble Lords who have spoken. It is refreshing that, after the debate that we have had on all the concerns
and worries that noble Lords have on data sharing, we now hear proposals on how data sharing can benefit various groups. This is
our ambition. This is why we set the Bill up as we did and also why the devolved Administrations are so supportive. The noble Lords,
Lord Collins, Lord Kirkwood, Lord Storey, Lord Whitty and my noble friend Lord Hunt all made valuable suggestions. I will come to
some of the reasons that we agree or disagree with them, but fundamentally the principle is exactly why we set the system up.

Amendment 81ZA, in the name of the noble Lord, Lord Collins, seeks to require the effective maintenance of the electoral register to
be specified as an objective in regulations under the public service delivery power. Electoral registration officers already have
extensive powers to seek access to information in public records, providing it is for the purpose of ensuring that electoral registers
are as complete and accurate as possible. Under current provisions, they would not be able to seek access to other public records for
the purposes of identity verification if an applicant’s details cannot be matched against DWP records or local data sources.

 6.15 pm

Before considering, however, whether to legislate to enable electoral registration officers to use a wider range of public data sources for identity verification, it
is essential that a rigorous examination of the usefulness of the data for these purposes be undertaken.

The public service delivery power allows for objectives to be added via regulations so long as they meet the conditions set out in subsections (8) and (9) of
Clause 30. These conditions ensure that any objective for the purposes of which information may be disclosed essentially improves the delivery of services or
support provided to a person that improves their well-being. The objective as set out in the amendment is focused on meeting the administrative needs of
electoral registration officers rather than necessarily delivering positive outcomes for citizens.

I thank the noble Lord, Lord Whitty, for his interest in ensuring that information can be shared to facilitate improvements in health conditions for those living
in cold homes. We believe, however, that his Amendment 81A is unnecessary because this objective is already within the scope of Clause 31. The warm home
discount is a support scheme for reducing fuel poverty made under Part 2 of the Energy Act 2010, and these are the schemes specifically referred to in
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subsection (3)(a) of Clause 31.

Amendments 82A and 82B ensure that, in addition to the gas and electricity suppliers, information may be shared with licensed electricity distributors and gas
network distributors for the purposes of requirements which may be made to them by Ofgem in future. Clause 31(4) already provides the power by regulation
to add electricity or gas network distributors and fuel poverty support requirements set by Ofgem to the list of schemes covered by this clause if a
requirement for the disclosure of personal information to support delivery of such schemes is identified.

Amendment 82, in the name of the noble Lord, Lord Storey, concerns free school meals. Take-up of free school meals is already strong, estimated at about
89%. There are numerous reasons why those entitled to free school meals may not wish to make a claim, such as a preference for their children to take
packed lunches. The proposed new clause would not provide a complete solution, as it would not necessarily identify all children eligible for free school
meals. For instance, not all eligible parents claim housing benefit. It is ultimately a choice for parents and guardians whether they wish to make a claim.
Having said that—naturally I will repeat what the Minister said in the other place; we have joined-up government within the department at least—we want to
make it as simple as possible for all parents of entitled children to register for free school meals. That is why the Department for Education provides the
electronic eligibility checking system, which allows local authorities to quickly check data held by DWP, the Home Office, and HM Revenue and Customs in
order to establish eligibility. The trigger remains, however, that the parents or guardian have to make a claim.

Amendment 92, tabled by the noble Lord, Lord Kirkwood, ensures that information can be shared to provide a warm home discount to certain universal credit
or tax-credit claimants, namely low-income families. Although I thank him for his interest in ensuring that information may be shared to enable automatic
support for universal credit or tax credit claimants who have children, we believe the amendment is unnecessary, as this is already authorised by Clause 31(1),
(2), and (3). That clause enables persons specified in regulations to disclose information to gas and electricity suppliers for the purpose of providing rebates
under the warm home discount scheme. The Government recognise that low-income families can face some of the highest costs of keeping warm. In reply to
his specific question, I reassure the noble Lord that later this year there will be a consultation on future changes to the warm home discount scheme. The
powers in the Bill allow the support to be extended to some working-age vulnerable households without the need for them to step forward and apply. This
could be done by using DWP and HMRC data on a wider range of benefits recipients to inform energy suppliers of their eligibility for support.

I now turn to Amendment 196A, which was tabled by my noble friend Lord Hunt of Wirral. I and all noble Lords recognise the importance of helping 
employees suffering from industrial injuries or diseases to find their employers’ liability insurers where their employer may no longer exist, for example, and I
hope I can offer reassurance to my noble friend. Since 2015, when we debated this as part of the then Enterprise Bill, HMRC and the Employer Liability Tracing
Office—ELTO—have been collaborating to devise a solution that helps to streamline claims to insurers from employees suffering from industrial injuries.
HMRC tells me that a proof of concept has already been devised to investigate the feasibility of this project. It envisages ELTO providing a small sample of
employer details to HMRC to determine whether there is a significant matching rate between its database and HMRC’s records. This would help build the case
for an information gateway to help populate its database. This amendment anticipates the results of this exercise with the risk of developing a solution that is
not fit for purpose in the long run. Any future clause will also need to include appropriate safeguards to protect taxpayers’ confidentiality, in line with the
Commissioners for Revenue and Customs Act 2005, which my noble friend mentioned. HMRC has assured me that it will continue working with ELTO to
develop a suitable gateway to address the legal, policy and practical perspectives currently being scoped.

I now turn to the government amendments in this group. The noble Baroness, Lady Hamwee, asked whether it is necessary to have a water meter. I am
informed that you do not have to have one. I think the best thing would be for me to explain in writing to her how we think this will work without a water
meter, and I will put a copy of that letter in the Library of the House for all noble Lords to read. The Government are committed to using the public service
delivery powers where a need is identified that improves the lives of citizens.

During the passage of the Bill, we have had representations that more could be done to help citizens in water poverty. The powers in these new water and
sewerage clauses have a clear objective: to help improve the take-up of various schemes offered by the water sector that provide assistance to householders
in low-income and other vulnerable circumstances. Research by the Consumer Council for Water shows that take-up of such social tariffs is improving, but
remains low. This is in spite of considerable effort by the sector to improve awareness of the support available—for example, through its presence in
jobcentres, food banks and advice centres as well as through advertising in socially deprived areas. The present system is heavily reliant on eligible
households putting themselves forward for help. As a result, large numbers of people are missing out on support, which could include a cap on their bill or a
discount on their bill of between 15% and 90%.

These new measures will enable water companies to reach out directly to customers who are likely to be eligible for assistance schemes. This will make it
easier for customers in low-income and vulnerable circumstances to access the support to which they are entitled and will improve the accuracy, efficiency
and effectiveness of the targeting and delivery of social tariffs. Support for the introduction of such measures has been wide ranging, from the consumer
body CCWater, Ofwat—the economic regulator for the sector—and the sector itself. These proposed new clauses will, of course, be subject to the safeguards
already in the chapter which provide a strong and safe framework for protecting any information which is disclosed. The clause largely mirrors the provisions
in Clauses 31 and 32 for gas and electricity companies, and there are a number of consequential amendments.

I hope the noble Lord will feel able to withdraw his amendment.

Lord Collins of Highbury

I thank the Minister for his response. The problem is that these issues are not simply about entitlement but about a system in which
people have to choose. The point is how you make that easier. With individual voter registration, which is a new system, there is a
possibility that people will be removed from the electoral roll and therefore denied the opportunity to vote. We talk about a positive
outcome. It might be one for one particular party. The boundary reviews will be based on registers that will be removing people and
therefore on numbers of electors that are not necessarily the real numbers. I find it a bit disappointing that the Minister sees it as
simply an administrative step.

This comes back to the fundamental point that everyone who has spoken, whether about school meals or the warm home discount,
sees that this is an opportunity to improve governance and outcomes for people, obviously with the required safeguards. I think all of
us in this Chamber will want to return to these issues because they are vital for the well-being of our people. In the light of the
Minister’s comments, I beg leave to withdraw the amendment.

Amendment 81ZA withdrawn.

Amendment 81A not moved.
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Amendment 81B

Moved by

Lord Collins of Highbury

81B: Clause 30, page 30, line 42, at end insert—

“( ) The Investigatory Powers Commissioner has a duty to ensure that the data protection rights of citizens are considered and protected for the purpose of
the powers provided by this section.”

Lord Collins of Highbury

The Minister gave me some preliminary notice of the Government’s attitude to this amendment and alluded to the potential
confusion of different roles and different names. No doubt I might even make the mistake of using the term “Information
Commissioner” rather than “Investigatory Powers Commissioner”.

However, there is an important point here on which we want to probe the Government, and that is about the changing world and
how we respond to it and make sure that the interests of the individual are properly thought of and protected. The point is about
restoring public confidence. We have a legal framework that is structured around the Data Protection Act and a regulatory framework
that allows breaches to be investigated and matters to be determined where there has been a breach. It is a system that protects the
individual after the event. What we are trying to do here is what the Investigatory Powers Act, which became law at the end of last
year, sought to do—that is, it does everything possible to ensure that intelligence agencies and law enforcement use only such
powers as Parliament approved after a careful and well-informed debate. We cannot revert to a world in which the Government
understand and apply the law in ways that were not foreseeable to the rest of us, still less to a world in which our freedoms depend
on the potentially harmful activities of whistleblowers.

This amendment seeks to ensure that, in this fast-changing world, in the plans for the future use of powers identified in the Bill, the
rights of the individual are not only safeguarded but are put at the head of the agenda rather than considered as an afterthought.
That is why we have used the framework of the Investigatory Powers Act to raise this issue. With regard to future changes or
extension of powers, who is thinking of the rights of the individual? It is important that the Government, if they are unable to deal
with this consideration in today’s group, return to this subject in future provisions.

 6.30 pm

This group is also about general safeguards. We have a number of amendments in this group about safeguards and how we ensure that they are maintained.
How do we make sure that the regulations that we have seen in draft are proportionate? What about appropriate consultation? How do we guarantee
sufficient time for a consultation? We are also ensuring that. I am sure that the Minister will return to the fact that the principles are contained in the original
Data Protection Act. However, our concern is about the information being relevant to the individual.

We also have issues with the clause introducing a criminal offence of unlawful disclosure. Why does it not apply to HMRC? This is about being consistent in
ensuring that there are proper safeguards. This is another of the issues that has come up.

Again, I note that the noble and learned Lord, Lord Keen, has referred to the Data Protection Act. The Bill sets out the need to comply with the DPA but
overrides the common law duty of confidentiality. The BMA has asked what the justification is for that. We are keen to hear from the Minister. We know from
the briefing circulated to noble Lords by the BMA that its view is that the provisions of Clause 33(7) could be used to override the existing common law
safeguards for health data. The BMA is concerned, as is everyone, about the effect on the important relationship between doctor and patient. We need to
ensure that that remains confidential.

We have seen the problems. We thought that we had appropriate data sharing with all the safeguards in place. However, in relation to the NHS using bulk
data for research, last June it emerged that nearly a million people had opted out of the database because of their concerns. We know that reviews have
examined this. However, this is why we have to understand better the Government’s intention in terms of consistency and ensuring that the appropriate
safeguards continue. I am sure that other noble Lords will pick up some of the points that I have not covered. I beg leave to move.

Baroness Janke

My Lords, our amendments in this group add safeguards. The noble Lord, Lord Collins, referred to some of these: that sharing of
information be minimal; that the authorised conduct be proportionate to the object of the exercise; that a privacy impact assessment
be conducted; and that proposed measures be subject to public consultation.

In addition, we support the amendments advocated by the BMA. Amendment 89 would remove the subsection through which
sharers of information are not bound by the principle of confidentiality. Amendment 93 is a further safeguard preventing an
authorised sharer of information from disclosing identifiable health information. I look forward to the Minister’s response.

Baroness Byford (Con)

My Lords, in this group I tabled Amendments 100 and 196. Within this group we are debating data sharing and the putting in place of
safeguards that make us confident in the next move to make life better for the majority of people. I have one or two direct questions,
particularly on the level of data that will be supplied from one authority to another. For example, does the Bill intend that information
be supplied on the number of households in a given postal area where child benefit is being claimed and/or where all adults are
unemployed? Would it be up to the users of the data to extract a summary picture from details of, for example, names, addresses,
whether benefits are received, whether householders are unemployed or any other data?
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At any level of inquiry, I presume data will be transferred such as dates of birth and marital status that, were they to fall into the
wrong hands, could be used to perpetrate private fraud. No one today has mentioned private fraud, but it can come about as result
of lack of security and safeguarding. Again, perhaps the Minister will indicate what relevant provisions there are. I am unsure whether
I have missed some. At earlier stages of the Bill I mentioned the amount of fraud going on and it is horrifying. If the Bill can in any way
tighten up on that, it would be an advantage.

For example, will personal information cover things such as whether an individual has a diagnosis of dementia or whether a family
has been a cause of concern to the social work department in their own area? Who makes these judgments? At what stage are these
activated? I may not have read the Bill carefully enough to find the missing answers. I pose these fairly simple questions to make sure
that our safeguarding of this information is secure.

Amendment 100 is a probing amendment that seeks to complete the explanation of what information HMRC would disclose,
providing examples of the circumstances under which it would be disclosed and a complete list of the groups or persons whose
information would be handed over. This relates to Clause 30, of which we spoke earlier. Subsections (9) and (10) specify the well-
being of persons or households and define well-being in terms of physical or mental health, contributions to society—which we have
covered slightly earlier on and which is difficult; I should be glad of clarification on that—and emotional, social and economic well-
being. The latter are easier to understand.

Clause 31 refers to people living in fuel poverty. Again, we debated this previously. Fuel poverty has been defined as,

“living on a lower income in a home which cannot be kept warm at a reasonable cost”.

Clause 32 also refers to people living in fuel poverty. I do not understand what is intended, nor what will be involved for those
deemed to be affected. Defining well-being in terms of well-being suggests that definitions of those covered by this legislation could
depend on the personal and political stance of those making those decisions. What is “lower income”? Within what limits do homes
qualify under these clauses and who will rule that they cannot be kept warm at reasonable cost? What will be the limits of powers of
such a decision-maker over, for example, someone who prefers to wrap up for three months of the year so they may enjoy their
garden for nine; in other words, somebody who is living in a bigger house that costs more to heat? Will an individual be able to opt
not to have personal information shared within local authorities and/or with gas and electricity suppliers?

Turning now to my Amendment 196 in this group, I do not pretend to know anything about the structure, organisation or
responsibilities of HMRC. Hence, I do not understand whether an “official” is someone equivalent, say, to a board member in a quoted
company. I fear, however, that that is unlikely to be the case. In this era of Facebook, Snapchat and the substitution of public opinion
for demonstrable fact, I am unhappy—I do not know whether other noble Lords are—that perhaps a more junior member of HMRC
could decide that disclosure would be in the public interest. In other words, where does the buck stop?

Disclosure of personal information, even supposedly non-identifying, should be done only on the authority of the head of the
organisation. He or she presumably will have the knowledge, experience and breadth of understanding to be sure that it cannot be
combined with other data to name individuals. He or she will also, presumably, be less likely to make errors of judgment, and of
course a claim of ignorance of any such disclosure would not stand up to scrutiny, as they would obviously be at the most senior
level.

Baroness Hamwee

My Lords, I will just pick up the noble Baroness’s last point about who is an official. There are examples, in other legislation, of
references to “senior officials” and “designated officials”, which might be somewhere between the junior official she has in mind and
the Permanent Secretary, but she is right to draw the issue to the Committee’s attention.

On an earlier group, the noble and learned Lord indicated that he was going to speak at greater length—I assume that may be on this
group—on the reason for using the term “personal information” rather than “data”. Perhaps I may use my noble friend’s Amendment
213 to ensure that we get to share more of Government’s thinking. I understand the point about corporations, since in the one case,
they come within the group covered, and in the other they do not. But I am still puzzled as to why such efforts have had to be made
to deal with personal information and then to add in references to the Data Protection Act, rather than starting from the DPA—with
any necessary exclusions—which would have taken us straight to the involvement of the Information Commissioner, the data
protection principles and so on.

I wondered during the Statement whether to have a go at some alternative drafting for Report, but thought I had better wait for this
discussion. But perhaps part of it boils down to a question on Clause 33(8), which says, in wording replicated elsewhere, that,

“nothing in section 30, 31 or 32 authorises … a disclosure which … contravenes the Data Protection Act”.

To look at it from the other end of that telescope, is there any personal information which is the subject of the Bill that would not fall
within the DPA and therefore not be protected by that clause?

Lord Clement-Jones (LD)

My Lords, I thought I would intervene to see if it might help the Minister. The code of practice does not make things any clearer. With
reference to my noble friend’s very apt point about information versus data, paragraph 4 of the code says:

“The definitions of ‘personal information’ contained in the Bill are intended to ensure that the information shared through these
powers is handled carefully”.
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That does not sound like a particularly good legal answer to the question. It goes on:

“Though the definition of ‘personal information’ for the purposes of the Bill may differ from the definition of ‘personal data’ in the
DPA, all information shared and used under the public service delivery, debt and fraud provisions must be handled in accordance
with the framework of rules set out in the DPA”.

Where is that explicitly set out? It would be very helpful if the Minister, in answering, could advert to that as well.

 6.45 pm

Lord Keen of Elie

My Lords, Amendment 81B seeks to place a duty on the Investigatory Powers Commissioner to ensure that the data-protection rights
of citizens are considered and protected under the public service delivery power. The effect of this amendment would be to impose
similar duties on the Investigatory Powers Commissioner as are already carried out by the Information Commissioner. It is for that
reason that we do not consider that this amendment is necessary. I understand the points that the noble Lord, Lord Collins, has made
in this context. We are all concerned to ensure that these powers are ring-fenced as far as is reasonably practicable and that any
breach should be policed to the extent required. However, in our view, the Investigatory Powers Commissioner is not the appropriate
party to deal with this matter. The Bill is not about investigatory powers, and accepting this amendment would result in a substantial
and, as I sought to indicate earlier, confusing addition to the portfolio of the Investigatory Powers Commissioner.

We are of course concerned that there should be public confidence in the provisions of the Bill and in the whole body of data-sharing
powers. I understand the observation of the noble Lord, Lord Collins, that the Investigatory Powers Act does everything possible to
ensure security is there, so that only the given powers are exercised and that the rights of the individual are put at the head of any
agenda, but that is clearly the intention of this Bill as well. That can be achieved by having regard to the position of the Information
Commissioner in the context of the present provisions.

I understand and indeed admire the noble Lord’s suggestion that we should in some sense be seeking to future-proof the Bill. There
are limits to our ability to do that, but I will return to that point in the context of the regulations that come into force in May 2018. We
have already had regard to that in order to try to ensure that the provisions of the Bill will comply with imminent regulations, such as
those I have just referred to.

The noble Lord also raised the question of confidentiality and the concerns that have been expressed by the medical profession in
that context. Let us be clear that, as noble Lords will recollect, common-law obligations of confidentiality are rarely if ever absolute.
We know that various common-law issues of confidentiality tend to be subject to one qualification or another. Concerns have been
expressed over the interaction between the provisions of the Bill and medical confidentiality, primarily in respect of the statutory
override within the Bill. The provisions of the Bill are clear that sharing data under the powers in the Bill does not breach any existing
duty of confidentiality. That includes the common-law duty of confidentiality to the extent that it applies to patient information.

The use and processing of medical information is governed by common law, but also by the Data Protection Act 1998, by the
provisions of the Human Rights Act 1998 and indeed by specific legislation which allows, requires or prohibits certain uses of such
data. There is no blanket ban on the use of medical information outside the patient-doctor context, and it is not the case that every
instance of sharing such information will constitute a breach of confidentiality. Indeed, the General Medical Council’s 2017 guidance
expressly states personal information can be disclosed,

“without breaching duties of confidentiality”,

in particular circumstances, one of which is where the disclosure is,

“approved through a statutory process that sets aside the common law duty of confidentiality”.

So it is acknowledged by the General Medical Council itself that this may occur from time to time, and the provisions of the Bill are
structured to reflect this. They override duties of confidentiality only in order to ensure that public authorities have clarity in terms of
what they can and cannot share under the powers of the Bill. I hope that goes some way to meeting his concerns about
confidentiality in that context.

Amendments 84, 87, 119, 138 and 213, which are also in this group and were referred to by the noble Baroness, Lady Janke, cover a
broad range of suggested additional safeguards and restrictions on the use of the powers. They seek to introduce, among other
things, an express data minimisation rule, a requirement to conduct and publish a privacy impact assessment and provisions
extending the Information Commissioner’s powers in respect of enforcement notices. They also introduce a provision enabling data
subjects to request that inaccurate personal data disclosed under the powers be amended. We are firmly of the view that while all of
these requirements represent important safeguards on the use of our powers, they are already provided for in different ways under
the Bill, the codes of practice or existing legislation, including in particular the Data Protection Act 1998. Indeed, under the DPA only
the minimum personal data necessary may be shared to achieve the particular objective, and all personal data that is held must be
accurate. I hope that that goes some way the meeting one of the points made by my noble friend Lady Byford about excess data
being given to public authorities. That is simply not permitted in the existing legislation, particularly the requirements of the Data
Protection Act 1998. Over and above that, the Information Commissioner already has a range of mechanisms to enforce compliance
with the DPA. Amendment 213, which would insert a new clause on enforcement notices, would not add to those powers in any
material way.
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Further, Amendment 213 requires certain information to be gathered in respect of the benefits of data-sharing arrangements. Again,
that is not necessary: bodies wishing to exercise the powers in these provisions must consider benefits as part of their privacy impact
assessment. We acknowledge the importance of privacy impact assessments and, following discussions with the Information
Commissioner’s Office, will look to return to this matter on Report to address concerns about public authorities’ adherence to the
Information Commissioner’s specific guidance on privacy impact assessments, as well as privacy notices. I hope noble Lords will
accept our willingness to return to that matter in due course.

Amendment 213 would bar the processing of personal information under the powers for particular purposes. With respect and
understanding of what lies behind the amendment, our approach is simpler and more complete. There are specific limited purposes
for which personal information can be disclosed under Part 5 of the Bill. Other than a few limited exemptions, the disclosure or use of
personal information for other purposes is not permitted. Tough new criminal sanctions will apply to all unlawful disclosures.

Amendment 87 seeks to introduce a duty to review in the public service delivery power, akin to the existing duty in the debt and fraud
powers. All data-sharing arrangements under the debt and fraud powers have to be piloted and reviewed after three years to ensure
that the powers deliver demonstrable benefits. The public service delivery powers are different in kind, being more conventional
data-sharing powers, constructed specifically to improve the delivery of services to citizens in cases of acknowledged need, such as
assisting those suffering from fuel poverty.

On that point, my noble friend Lady Byford essentially raised the question of definitions—what do we mean by “fuel poverty”, “well-
being” and “warm home discount”, as mentioned in Clause 31? All this is dealt with in Part 2 of the Energy Act 2010, which contains
the schemes referred to in Clause 31(3)(a). I hope further consideration of those provisions of the Bill may go some way to meeting
her concerns about those definitions.

On the question of private fraud, of course we are alert to the idea that where there is data sharing there may be data intrusion, and
we are determined to guard against that. That is why we seek to ring-fence these powers in the way that we do in the Bill. We have
not claimed that any system we introduce will inevitably be infallible; history tells us that where we ring-fence, people will seek to go
under, over or through such a fence. However, we shall try to ensure that all data that are shared in this context are kept as secure as
we reasonably and practicably can keep them.

Amendment 88 would change the definition of “personal information”, a point raised by the noble Baroness, Lady Hamwee. The point
here is that in the current draft “personal information” includes “a body corporate”. The existing definition is intended to capture all
persons, including all corporate bodies, to ensure that taxpayer information, including that of bodies corporate, is protected
irrespective of the size of the organisation. Narrowing the definition would limit the protections for HMRC data under these powers,
which would be likely to affect significantly HMRC’s willingness to make use of the powers. I am sure the noble Baroness is aware that
the disclosure of data by HMRC is subject to additional statutory controls quite distinct from the provisions of the Bill, and these have
to be factored in. This is where the term “official” comes into use because the existing statutory legislation uses that term in the
context of data and disclosure. Therefore, for the purposes of consistency, that term is used in this context. It is not an attempt to
suggest that the janitor, or anyone else, should be responsible for disclosing relevant information—certainly not the commissioners
of revenue in isolation.

Amendments 87 and 93 are also in this group. Clause 33(7) provides that a disclosure under the public service delivery power does
not breach any obligation of confidence or any other restriction on the disclosure of the information. This provision ensures that
public authorities can be confident that their disclosure is lawful, provided that they comply with the strict requirements of this
legislation. To remove that subsection would undermine a primary objective of providing authorities with the legal certainty required
to ensure efficient and effective data sharing under these powers. In other words, where they satisfy the requirements of this
legislation, they do not have to go back and worry about any aspect of the common law of confidentiality on individual occasions,
which would effectively make the provision unworkable.

Amendment 93 seeks to expressly exclude health data from the public service delivery clauses. I have already touched upon this. The
Government believe that this amendment, while well intentioned, is unnecessary and would lead to the kind of legislative barriers
that the Bill is designed to overcome. As I have indicated before, the Government recognise the particular sensitivities around
identifiable health information, and indeed this was highlighted in the National Data Guardian’s recent review of data security,
consent and opt-outs. For this reason, health bodies in England are not included in the draft list of bodies that will be permitted to
use the powers in the Bill. Health and adult social care information, however, could potentially be of considerable assistance in
bringing benefit to individuals, as this power aims to do. I acknowledge that we may wish to bring such bodies within the scope of
these powers in future, but we will form a view on this after the implementation of the National Data Guardian’s recommendations
and public consultation on the issue. We believe it would be wrong to rule out that possibility until that debate has been concluded.
However, I underline the point that at present health bodies in England are not included in the draft list of bodies that will be
permitted to use these powers.

I turn to Amendment 100. Clause 34(8) provides that the prohibition on onward disclosure, and its associated provisions, do not apply
to personal information disclosed by HMRC. The amendment seeks to remove that provision. There was a suggestion that someone
was seeking consistency here. Throughout Part 5 of the Bill, in order to take account of HMRC’s statutory duty of confidentiality and
maintain consistency with the existing statutory framework in respect of HMRC information, the Bill contains separate provisions for
the disclosure of information by HMRC. Criminal sanctions apply to the disclosure of HMRC information, but it is all framed slightly
differently in order to be consistent with earlier statutory provision. I refer in particular to the Commissioners for Revenue and
Customs Act 2005, which already covers these areas. The effect of the noble Baroness’s amendment would be to create two regimes
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for disclosing HMRC information under this power. We suggest that that would undermine consistency between Part 5 of the Bill and
the provisions that already exist under the Commissioners for Revenue and Customs Act 2005. I hope that that goes some way to
explaining why HMRC, though not a special case, is dealt with slightly differently within Part 5.

The noble Baroness, Lady Byford, then referred to Amendment 196. Again, in the context of accountability for public interest
disclosures of non-identifying HMRC information, the aim of Clause 65 is to enable Her Majesty’s Revenue and Customs to meet
requests from external organisations to provide aggregate statistics or general information, which is what other government
departments do. Safeguards for disclosure of personal information will continue to apply for the reasons I have already alluded to.
This amendment, again, would be inconsistent with HMRC’s existing statutory framework which authorises officials to act on behalf of
the commissioners of revenue. It would not be practicable for the commissioners of revenue to have to deal with each of these
requests. Indeed, it would be an unnecessary use of public resources if that was the case.

The noble Lord, Lord Clement-Jones, raised a point that appears to have prompted a note from the Box which I have not yet read. I
shall scan it now. And I will undertake to write to the noble Lord. On that occasion, I will use typescript.

In those circumstances, I invite noble Lords not to press these amendments.

 7.00 pm

Baroness Hamwee

My Lords, the noble and learned Lord may have already answered this, as his response was inevitably very full and quite dense, but
on my question about Clause 33(8)—and the words are repeated in other clauses—although nothing in the sections authorises a
contravention of the DPA, is there personal information within the Bill that would not be within the DPA and therefore not protected
by that subsection?

Lord Keen of Elie

I am obliged to the noble Baroness, Lady Hamwee. Although the definition of personal information differs from the definition of
personal data in the DPA, all personal data shared and used under the public service delivery provisions must be handled in
accordance with the framework of rules set out in the DPA, and in particular with the data protection principles, because the DPA is
not overridden by this chapter. To the extent that the class of personal information is wider than personal data, although the DPA
does not directly govern such information, we still expect that information will be handled in accordance with that framework
because of the requirements of the codes of practice under Part 5. I hope that answers the noble Baroness’s question.

Baroness Hamwee

My Lords, I see an amendment at Report coming up.

Lord Collins of Highbury

My Lords, I thank the noble and learned Lord for his comprehensive response. Clearly, there is a lot in the codes of practice, so we
await the response. I welcome, too, his commitment to come back to report on the issues that the Information Commissioner and we
have raised.

Both the GMC and the BMA raised the issue of confidentiality and the common law. They obviously have legitimate concerns about
the future impact. Confidentiality is not simply an issue of administration and protection administratively; it is a fundamental issue
about the nature of the relationship between doctor and patient, where trust is absolutely vital for medical treatment, ongoing
treatment and so on. We may have to come back to this issue at Report. In the meantime, I beg leave to withdraw the amendment.

Clause 30 agreed.

Amendment 82 not moved.

Amendment 82ZA

Moved by

Amendment 81B withdrawn.

Lord Collins of Highbury

82ZA: After Clause 30, insert the following new Clause—

“Review of the collection and use of data by government and commercial bodies

(1) Within six months of the passing of this Act, the Secretary of State shall commission an independent review of the collection and use of data by
government and commercial bodies and shall lay a report of the review before each House of Parliament.(2) The review under subsection (1) shall consider—
(a) the increasing use of big data analytics and privacy risks associated with big data;(b) the adequacy of current rules and regulations on data ownership;(c)
the collection and use of administrative data;(d) any other matters the Secretary of State considers appropriate.(3) In conducting the review, the designated
independent reviewer must consult—(a) specialists in big data, data ownership and administrative data;((b) those who campaign for citizens’ rights in relation

https://hansard.parliament.uk/search/MemberContributions?house=Lords&memberId=2652
https://hansard.parliament.uk/search/MemberContributions?house=Lords&memberId=4538
https://hansard.parliament.uk/search/MemberContributions?house=Lords&memberId=2652
https://hansard.parliament.uk/search/MemberContributions?house=Lords&memberId=4222
https://hansard.parliament.uk/search/MemberContributions?house=Lords&memberId=4222


2/10/2017 Digital Economy Bill ­ Hansard Online

https://hansard.parliament.uk/lords/2017­02­06/debates/1233BC9A­AA77­423F­B263­FE551F9B9A2A/DigitalEconomyBill 13/15

to privacy, personal information and data protection; (c) any other persons and organisations the reviewer considers appropriate.(4) In this section “big data
analytics” means the process of examining large datasets to uncover hidden patterns, unknown correlations, market trends, customer preferences and other
useful business information.”

Lord Collins of Highbury

My Lords, as one of my colleagues in the trade union movement used to say, there may be a sense of déjà vu: we are going to be
repeating issues in these amendments. As we have said, transparency is a vital ingredient in building public confidence. If we do not
have public confidence we will not have effective data sharing and therefore the aims and objectives of the Bill will not be met. That is
why we are very keen to focus on the elements of how we build that confidence, with transparency as the vital ingredient. That is why
we are proposing to have an independent review of the collection and use of data by government and commercial bodies. A report of
that review would be put before Parliament.

Having spent a considerable part of the weekend reminding myself about the Data Protection Act—I was responsible in the trade
union movement for elements of implementation of data protection—I was struck by how complex the law can be and how different
elements impact on each other. That is where we need to do more to build public confidence. People are concerned, asking. “Why do
they want it? How are they going to use it? Have they used it? Have they done it without my knowledge? Have I given consent?
Shouldn’t I be allowed to give consent?” All those issues need explanation. That is why transparency provisions in the amendments
are really important. Where there has been a breach it needs to be effectively reported and dealt with. Some of the episodes we have
seen in the private sector are scandalous—breaches of data have occurred and nothing has been said for years, let alone weeks and
months. Whether we like it or not, those breaches in the commercial and private sector will impact on people’s confidence about the
Government’s ability to share data fairly. That is why we need to be open about how we are dealing with problems. I come back to the
Minister’s point on infallibility. Of course we are not infallible; but whenever mistakes happen, we want to make sure we learn from
them and minimise the risk of them happening again. That is what we seek to do in these amendments.

The more we move towards digital government, the more we need to ensure that all these issues are properly recorded. Again, that is
why we are proposing mandatory transparency in the public register of data-sharing agreements. It is about building trust in the
process, with people knowing they will have to be accountable for their decisions in this area.

Transparency must be central to the process, alongside privacy and security. It is one of the arguments that we would make strongly
in this group of amendments. No doubt we will hear from the Minister about it being mentioned in the code of practice and how that
will be vital. I agree that we have seen a lot of movement; what we want to do as we move forward is to receive reassurance that the
principle of building confidence will be openness and transparency. I beg to move.

Baroness Janke

I am drawn to recall the words of the noble Baroness, Lady Buscombe, when she spoke on some of these issues. She said that the
technology was moving so quickly that we need to be aware that things are changing—and that it would be important for the public
to trust these procedures. A review of these processes is a good thing. Equally, government sometimes changes very slowly, so it may
be a better opportunity to revisit some of the issues during a review. We would certainly support that. Again, it has been drawn to our
attention by a number of data breaches that have not been notified, ever—so we certainly support the processes that have been
outlined in the amendments about putting these on record to have the trust and confidence of the public. Our Amendment 111 in
this group is to do with individuals being notified that personal data have been disclosed about them. Again, we feel that this is very
important to engender public trust in the processes that we are introducing.

Baroness Finlay of Llandaff (CB)

My Lords, I would like to speak to Amendments 213A to 213C, which explore the Government’s commitment to transparency and how
people can know about information-sharing agreements that are in place and, looking to the future, how the equivalent of a subject
access request could work, explicitly to assist with fraud detection.

I draw the Committee’s attention to the comment from the Delegated Powers and Regulatory Reform Committee at paragraph 52,
which noted that, without even allowing for parliamentary scrutiny, the powers in Clause 39 as drafted are as “inappropriately wide”
as those in Clause 30, and seem to be deliberately so. Those very wide powers are of great concern. As an increase in digital
technology emerges, the public need to be informed to understand how to use the resources available to them—and they need to
know how data on them, as citizens, are being used. They must have confidence in the safeguards in place, otherwise we will have a
population that increasingly refuses to engage with any kind of data registration.

It is unclear where health issues sit in this Bill. I declare all my interests in relation to health, as in the register. The powers can include,
in Clause 30(10)(a), individuals’,

“physical and mental health and emotional well-being”,

That suggests that health data must fall within the remit of this clause, whether held originally by the NHS or whether they are then
held by other bodies. It was in an interview that the Government Digital Service director-general gave as an example the large
databases between the NHS and the DWP, commenting that these are large databases of citizens’ records and that we really need to
be able to match them, which would suggest a read-across between the two. So while there is a prohibition in the Bill on the use of
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health and social care data for research, the approach may not have a prohibition in relation to data otherwise disclosed. The NHS
bodies, for example, hold the data and, although the Secretary of State is not currently listed in the regulations as published, it is
difficult to see how the Secretary of State could not be added to regulations at a later point.

 7.15 pm

The requirement for people to know their rights leads me to the second point. Can the Government confirm that a digital equivalency of rights will be in place,
which will not require burdensome processes for the citizens? Digital equivalency means that government must make sure that people know that their rights
are protected, in the same way as currently, in the much more non-digital world. The concern relates to the increasingly complex interdependent data on
each person, which can be connected and used, whether to assist that person or otherwise.

The DWP sometimes requires health data from people that it is dealing with and, effectively, compels them to require the NHS to provide their data. Once the
DWP becomes the holder of the data or the data controller, it would fall within the clause as already written. So health information would no longer continue
to be excluded from the powers, and the DWP policy, interestingly, although it asks for data from the NHS, does not seem to trust NHS assessments of
patients—but I shall not go further down that road at the moment.

When we come to fraud and debt, the powers described in the codes of practice required by Clause 36 provide for partial accountability. The public service
delivery powers defined in Clause 30, the single clause that affects most departments, have significantly reduced oversight and, effectively, transparency.
Again, the concern was about these being inappropriately wide powers, as reported by the Delegated Powers and Regulatory Reform Committee.

Transparency has to be a fundamental principle when copying citizen’s data—and particularly when copying large portions of citizens’ data en masse.
Therefore, it seems strange that it does not appear as a distinct section of the Bill; I ask the Minister to explain why the Government have not put
transparency on the face of the Bill. The copying of data between different bodies would be covered by my amendments, as it would require all data-sharing
agreements to be included in the public register. As with the NHS digital data release register, this register of data sharing would provide transparency and
hence accountability. A code of practice is not enough, and it is not clear how non-adherence to any kind of code of practice would be detected. In
Amendment 103, noble Lords have sought detail on a register of data disclosure. On that basis, I ask the Government to confirm that people will have one
place where they can find details of the different data-sharing agreements. It is not enough to suggest that people can make a Freedom of Information Act
request. Few people would do this, and it will allow organisations wriggle room. The problem is that once vast amounts of data have been shared, they cannot
be unshared. A register of agreements would be far more open and would be accessible. After all, it is not how government says that powers will be used but
how they could be used in future that causes public concern and hence the need for transparency.

My third point relates to the Government’s use of data in the future. It is difficult, or impossible, to foresee the future but we can be pretty sure that the way
data are used in 100 months’ time will be similar to the way they will be used in, say, 98 or 99 months’ time. In other words, the best way to know how your
data might be used next month is to see how they are being used in the current month or were used in the previous month. What we are talking about is, in
effect, a form of subject access request, so I ask the Government to provide the same protections here as the Data Protection Act currently does for other
forms of subject access request, and to create digital equivalency.

In health, there has been much concern around the secondary use of medical data, which do not differ fundamentally from the type of data anticipated here.
As I explained, there can be a second holder of such data, and they will be desired by other bodies—both public and private. The problems that arose in 2014
with the care.data programme eroded confidence. It is worth noting that the latest Caldicott review calls for a continued, informed conversation with patients
about their data. Although I believe the Government have said that Part 5 does not apply to health data, pending the outcome of their response to the review,
there is, indeed, concern that health data could be transferred via a third party.

On data that could be used to detect fraud, there seems to be no reason why the standard declaration for this purpose could not cover all lawful anti-fraud
activities. Law-abiding citizens could, as with the provision of bank or mobile phone statements, allow transparency here, and this could reduce the
opportunity for people to cheat the system. People would then be able to better detect fraudulent activity themselves. Indeed, such an ability would be most
helpful for the Office of the Public Guardian which has a large fraud department. It would allow it to directly access data concerning a subject’s finances, which
is currently held by a court-appointed or person-appointed deputy, attorney or guardian. This would allow the fraud department to investigate much more
effectively as it would not have to seek permission from that appointee, a situation which has allowed fraud to occur in the past. There have been notable
examples of difficulties in detecting financial fraud. Amendment 213C may specifically help with such detection.

Lord Keen of Elie

My Lords, the noble Lord, Lord Collins, should make no apology for revisiting the issues of transparency and public confidence
because they lie at the heart of what this Bill is attempting to achieve and are contained in Part 5. It may be déjà vu again but that is
perfectly justified by the circumstances. We are all concerned to ensure that there is such transparency within these provisions as to
maintain, and perhaps even restore, public confidence in the use and sharing of data.

Amendment 82ZA proposes that, within six months of the Act coming into force, an independent review of the collection and use of
data by the Government and commercial organisations is conducted. With respect, the scope of the review appears extremely broad
and goes much further than the provisions of Part 5. The Royal Society and the British Academy are undertaking a review to consider
the ethical and legal frameworks needed in the United Kingdom as data technologies advance. We intend to consider the findings of
that review when it is published. In addition, I mentioned that the general data protection regulation will come into effect in the
United Kingdom in May 2018. The implementation of that regulation will represent a significant change to the data protection legal
framework for both the public and private sectors, including strengthening rights for individuals so that they have more control over
their personal data. We intend to work with the Information Commissioner to explore how we can best meet these requirements, as
well as to improve transparency in this space. As such, we do not see the value in commissioning a further major review of data
ahead of preparing to implement the new data protection framework when the regulation comes into force in May 2018.

Amendment 103 also seeks to improve the transparency of data sharing under the powers in Part 5. As I have indicated, we support
this intention as transparency, along with the protection of personal data, is clearly at the heart of all these proposals. There are,
however, a number of real problems with the proposed new clause. Setting the requirement and contents in primary legislation
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would significantly restrict our ability to explore and consider the benefits and consequences of publishing a register. For example,
there may be a need to exempt the inclusion of certain types of data sharing for reasons such as national security or commercial
confidentiality.

Ahead of the 2018 regulation coming into force, we will work with the Information Commissioner’s Office and other interested parties
to explore how we can best meet its requirements and improve transparency. In our view, the statutory codes of practice in the Bill
are a more appropriate vehicle for setting out requirements to support greater transparency. We will run a public consultation on the
codes of practice as well as the required statutory consultations and we propose, as part of that, to gather views on the type of
information about data sharing that should be captured and made public, as well as the risks and benefits. In addition, the draft
codes already contain requirements for privacy impact assessments to be prepared and published. Further, we are continuing to
explore with the Information Commissioner whether more can be done in this Bill to ensure that his codes of practices on privacy
impact assessments and privacy are fully considered when data are shared under Part 5. I hope to return to this point later in the
proceedings.

Amendment 104 proposes an obligation for organisations to report data breaches and submit associated audit returns to the
Information Commissioner’s Office. As I have indicated, the EU general data protection regulation will apply in the United Kingdom
from May 2018. The new regime will introduce tough measures on breach notification, making it a requirement for all data controllers
and data processors to report breaches to the Information Commissioner’s Office if they are likely to result in a risk to the rights and
freedoms of individuals, and the individuals affected must also be notified where there is a high risk. The new regime will also allow
tougher penalties to be imposed on organisations in breach of the rules. I believe these will be penalties of up to 4% of the
organisations’ total global annual turnover, or €20 million.

Under current arrangements, the Information Commissioner’s civil monetary penalties guidance says that he can take into account
what steps, if any, the person or organisation had taken once they became aware of the contravention, when determining the
amount of the monetary penalty to be issued, so there is provision for those who delay or defer the reporting of data breaches. At
this stage, we are confident that the Information Commissioner has the necessary powers to take action against those organisations
that are in breach of the rules so, while I accept the spirit of the amendment and understand the need for transparency, I do not
believe it is necessary as the new tougher rules under the EU regulations will apply from May 2018. As I stated, under the current
regime, the commissioner can and does take into account what steps, if any, an organisation has taken in addressing breaches and in
deciding penalties under the Data Protection Act.

Amendment 111 would require a secure audit record to be compiled specifying the personal information shared under the public
service delivery power. This well-intentioned amendment is also considered unnecessary. The code of practice that has been drafted
in support of the public service delivery provisions already requires an audit to be kept by data controllers of information shared
under this power, and the Information Commissioner’s data-sharing code of practice similarly requires organisations to keep records
of information shared. In addition, the EU general data protection regulation will apply to Part 5 and place further specific legal
obligations on organisations to maintain records of personal data shared and of processing activities. Organisations will now make
the necessary preparations to comply with that regulation.

For the benefit of the noble Baroness, Lady Finlay, I emphasise that the processing of personal data under the public service delivery
power must already be in accordance with the Data Protection Act. The Information Commissioner is responsible for enforcing and
promoting compliance with the Data Protection Act. The commissioner undertakes a programme of consensual audits across the
public and private sector to assess their processing of personal information. The commissioner also has the power to conduct
compulsory audits of public sector entities to evaluate compliance with the data protection principles. The commissioner has powers
to obtain access to the information she may need to conduct those assessments.

 7.30 pm

I turn to Amendments 213A, 213B, and 213C. Amendment 213A would require that any agreement to share data under Part 5 be listed in a register of data-
sharing agreements published in digital form. Our position on this amendment is similar to that with respect to Amendment 103. The statutory codes of
practice under the Bill are a more appropriate vehicle to develop and set out requirements to support greater transparency. A public consultation on the
codes of practice as well as the required statutory consultations will allow us to gather views on the type of information about data sharing that should be
captured and made public, as well as the risks and benefits. Amendment 213C relates to the way in which given data sharing ought to be described in any
public register. Again, this is a matter to which further thought can be given when a view is taken as to the nature of any such register.

Amendments 213B and 213C seek to confer additional rights on data subjects, not just in respect of these data-sharing powers but more generally, to exercise
their rights via digital means, and to object to processing undertaken by a data controller, with an accompanying provision enabling the data controller to
disclose certain information in respect of these objections. Again, I remind the noble Baroness, Lady Finlay, of the provisions of the Data Protection Act 1998,
which already provides sufficient protections in all these areas, providing mechanisms and remedies for perceived mishandling of personal data, complaints
and access to personal data, among other things. These provisions would cut across the existing data protection regime and would be potentially confusing.
Such fragmentation could discourage appropriate data sharing for the public benefit.

We are committed to making it as easy as possible for citizens to understand what data are held about them and the purposes for which they are processed.
The codes of practice rather than further primary legislation are the appropriate means for doing this. We are working with the Information Commissioner to
ensure that our codes provide sufficient guidance to ensure that this approach is effective, and that there will be compliance with the data processing
regulation when it comes into force in May 2018. We are aiming for that. That will be reflected in the approach we take to the codes of practice and
consultation. For these reasons, we suggest that these amendments are unnecessary and I invite noble Lords not to press them.
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Amendment 86

Moved by

Baroness Buscombe

86: Clause 33, page 32, line 31, leave out from “behaviour”” to end of line 33 and insert “means conduct that—

(a) is likely to cause harassment, alarm or distress to any person, or(b) is capable of causing nuisance or annoyance to a person in relation to that person’s
occupation of residential premises.”

Baroness Buscombe (Con)

My Lords, this group consists of mainly technical amendments to make sure the Bill works in the way it is meant to. Although they are
technical, they are important. They fall into four broad subject areas: whistleblowing and journalistic freedoms; the meaning of “anti-
social behaviour”; references to the Investigatory Powers Act; and the description and powers of devolved authorities.

In relation to whistleblowing and journalistic freedom, the first series of amendments relates to the new criminal sanctions for
unlawful disclosure of personal information disclosed under the powers. Concerns were raised that the clauses as drafted could
criminalise disclosures made by whistleblowers and journalists making disclosures in the public interest. This was never the
Government’s intention. These amendments make sure that disclosures made by whistleblowers and journalists will not be subject to
criminal sanctions.

There is a distinction here in terms of how the amendments address HMRC information and non-HMRC information. In respect of
non-HMRC information, the amendments introduce additional exemptions to the general prohibition on further disclosure to cover
“protected disclosures” under the Employment Rights Act 1996, which will protect whistleblowers pursuing the proper channels for
disclosure. Disclosures made for the purposes of journalism are also removed from the criminal sanctions, provided that the
disclosure is in the public interest.

There are already separate provisions in each of these chapters for personal information disclosed by HMRC. These amendments
make clear that the criminal sanction for unlawful disclosure applies only to an official who wrongfully discloses HMRC information
outside the permitted scope of the information gateways in Part 5 of the Bill at Chapters 1, 3, 4 and 5. This brings the provision into
line with HMRC’s statutory regime in the Commissioners for Revenue and Customs Act 2005 and its other statutory information
gateways.

I am conscious that the noble Lords, Lord Stevenson of Balmacara and Lord Collins of Highbury, have two amendments that relate to
this section, Amendments 138A and 146A. I suggest that I reply to those amendments separately after hearing from noble Lords.

The second series of amendments concerns the definition of anti-social behaviour. Chapters 1, 3, 4 and 5 of Part 5 all contain a
general rule restricting the use of information disclosed under these powers to the particular purpose for which it was shared and a
general prohibition on further disclosure. There are a number of exceptions to these rules. A previous amendment added an
exception enabling disclosures made for the prevention of anti-social behaviour. The definition as currently drafted needs to be
adjusted to work in Scotland and Northern Ireland. These amendments provide a revised definition that works across the UK.

In relation to reflecting the enactment of the Regulation of Investigatory Powers Act, the third series of amendments is also minor and
technical in nature. The public service delivery, debt, fraud, research and statistics clauses provide that information cannot be
disclosed under these powers if that would contravene the Data Protection Act 1998 or if it is prohibited by Part 1 of the Regulation of
Investigatory Powers Act 2000—commonly known in your Lordships’ House as RIPA. The Investigatory Powers Act 2016 received Royal
Assent last December and will replace RIPA. These amendments replace the references to RIPA with references to the equivalent
provisions in the IPA, with a provision for RIPA until that Act is fully in force.

Regarding devolved public authorities, the final series of amendments facilitates information sharing across the United Kingdom,
including by and with public authorities in devolved Administrations. The amendments broadly fall into two categories, which I will
take in turn. The first category provides personal information disclosed by Revenue Scotland and the Welsh Revenue Authority with
equivalent protection to that given by Clause 60 to personal information disclosed by HMRC. In order to protect information relating
to taxpayers, these two new clauses provide, as is the case for personal information disclosed by HMRC, that persons who are
processing Revenue Scotland or Welsh Revenue Authority information cannot further disclose that information without the consent
of Revenue Scotland or the Welsh Revenue Authority, as applicable. Secondly, reflecting the Government’s amendments to Clause 60,
the amendments provide that persons who receive Revenue Scotland or Welsh Revenue Authority information under Clause 57(1)
also cannot further disclose that information with the consent of Revenue Scotland or the Welsh Revenue Authority, as applicable.
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Amendments 171 and 172 are consequential amendments to those tabled separately in respect of preventing unlawful disclosures
under the research power. The first of these amendments is necessary to ensure that the separate safeguards regime for HMRC that
has been maintained throughout Part 5 also applies to the criminal offence as amended. The second ensures that the separate
arrangements for HMRC will be mirrored in respect of Revenue Scotland and the Welsh Revenue Authority.

The second category ensures that the definition of “Welsh body” in Part 5 is consistent with the definition of “devolved Welsh
authority”, as will be enacted by the Wales Bill. The amendments will ensure that no devolved Welsh authority will be inadvertently
excluded from the relevant Part 5 powers. The amendments also provide for Welsh Ministers to commence the provisions which
relate to the disclosure of information by the Welsh Revenue Authority. This reflects the fact that the Welsh Revenue Authority is not
yet operational. I beg to move.

 8.45 pm

Lord Stevenson of Balmacara (Lab)

My Lords, I thank the Minister for a very well-read response to the questions we all had about these technical amendments, although
some of them were not quite technical of course. In terms of the four categories, I listened to three very carefully, and I will read what
she said in Hansard, but we have no further comments to make on them at this stage.

She touched on the issue in relation to which we have two amendments down. I am grateful to the Government for responding so
quickly to the discussion in another place on this issue, because as originally drafted, the Bill would have criminalised disclosures by
whistleblowers and investigative journalists revealing matters of legitimate public interest. The point was picked up and discussed at
some length, and had attracted interest from a wide range of people such as Sir Peter Bottomley and Helen Goodman, who raised it.
The Minister in another place undertook to take it back, and we have now had the amendments put forward.

Those of your Lordships who have bothered to read the amendments in Clauses 50 and 51 will recognise that the wording is very
similar in both cases. The difference, narrowly put, is that the amendment that we were advised would take the trick in this area
included not just print journalism but also broadcast journalism. I am not certain whether that is necessary or not, but the
Government have come forward with a slightly narrower point of view. I think we agree the aim, and it may just be a question of the
correct wording, so unless there is any particular issue, we can do this either by correspondence or perhaps in a quick meeting, and I
do not think there is anything on this point that need detain the Committee further. We are agreed and are delighted that the
Government are making the move. It is just a question of trying to use what time we have to make sure that we have absolutely
nailed it down completely.

Having said that, what has proved difficult in other pieces of legislation is how one defines whistleblowers. There is no attempt to do
that here; the test is simply whether or not what has been disclosed was in the public interest. Again, there might just be something
around that where we might look at other discussions and come back on it. But for the moment, I will leave it.

Baroness Buscombe

I thank the noble Lord for that. The opposition amendment makes specific reference to broadcast transmission when the
government amendment on this topic does not. However, the word “publication” in our view can be construed sufficiently broadly to
cover broadcast media. Section 32(6) of the Data Protection Act 1998 provides that:

“For the purposes of this Act ‘publish’, in relation to journalistic … material, means make available to the public or any section of the
public”.

The ICO guidance on this indicates that publication for these purposes would therefore cover broadcast. As a result these additional
changes are not necessary.

Lord Stevenson of Balmacara

It is quite an interesting point. The world has moved on since those original drafts, and we have to think a bit more carefully about
what happens on YouTube and whether disclosure on social media will be covered by this. I do not dissent from what is being said
but would just like to be certain that we have used this opportunity, which may not come again, to make sure we have this nailed.

Baroness Buscombe

I thank the noble Lord for what he has said and absolutely understand where he is coming from.

Amendment 86 agreed.

Amendment 86A

Moved by

Baroness Buscombe

86A: Clause 33, page 32, line 35, leave out “or 31” and insert “, 31 or (Disclosure of information to water and sewerage undertakers)”

Amendment 86A agreed.

Amendment 87 not moved.
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Amendment 88 had been withdrawn from the Marshalled List.

Amendment 88A

Moved by

Baroness Buscombe

88A: Clause 33, page 32, line 44, at end insert “or (Disclosure of information to water and sewerage undertakers)”

Amendment 88A agreed.

Amendment 89 not moved.

Amendments 89A to 91B

Moved by

Baroness Buscombe

89A: Clause 33, page 33, line 7, leave out “section 30, 31 or 32” and insert “any of sections 30 to (Disclosure of information by water and sewerage
undertakers)”

89B: Clause 33, page 33, line 12, leave out “section 30, 31 or 32” and insert “sections 30 to (Disclosure of information by water and sewerage undertakers)”

90: Clause 33, page 33, line 15, leave out from “by” to end of line 16 and insert “any of Parts 1 to 7 or Chapter 1 of Part 9 of the Investigatory Powers Act 2016.”

91: Clause 33, page 33, line 16, at end insert—

“( ) Until the repeal of Part 1 of the Regulation of Investigatory Powers Act 2000 by paragraphs 45 and 54 of Schedule 10 to the Investigatory Powers Act 2016
is fully in force, subsection (8)(b) has effect as if it included a reference to that Part.”

91A: Clause 33, page 33, line 17, leave out “Section 30, 31 or 32 does” and insert “Sections 30 to (Disclosure of information by water and sewerage
undertakers) do”

91B: Clause 33, page 33, line 18, leave out “that section” and insert “those sections”

Amendments 89A to 91B agreed.

Amendments 92 and 93 not moved.

Clause 33, as amended, agreed.

Clause 34: Confidentiality of personal information

Amendment 93A

Moved by

Baroness Buscombe

93A: Clause 34, page 33, line 20, leave out “section 30, 31 or 32” and insert “any of sections 30 to (Disclosure of information by water and sewerage
undertakers)”

Amendment 93A agreed.

Amendment 94 not moved.

Amendment 94A

Moved by

Baroness Buscombe

94A: Clause 34, page 33, line 25, leave out “section 30, 31 or 32” and insert “any of sections 30 to (Disclosure of information by water and sewerage
undertakers)”

Amendment 94A agreed.

Amendment 95 and 96 not moved.

Amendment 97

Moved by

Baroness Buscombe

97: Clause 34, page 33, line 35, at end insert—

“( ) which is a protected disclosure for any of the purposes of the Employment Rights Act 1996 or the Employment Rights (Northern Ireland) Order 1996 (SI
1996/1919 (NI 16)),( ) consisting of the publication of information for the purposes of journalism, where the publication of the information is in the public
interest,”

Amendment 97 agreed.

Amendment 98 not moved.
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Amendment 99

Moved by

Baroness Buscombe

99: Clause 34, page 33, line 43, leave out from “behaviour”” to end of line 45 and insert “means conduct that—

(a) is likely to cause harassment, alarm or distress to any person, or(b) is capable of causing nuisance or annoyance to a person in relation to that person’s
occupation of residential premises.”

Amendment 99 agreed.

Amendment 100 not moved.

Amendment 100A

Moved by

Baroness Buscombe

100A: Clause 34, page 34, line 22, leave out “or 31” and insert “, 31 or (Disclosure of information to water and sewerage undertakers)”

Amendment 100A agreed.

Clause 34, as amended, agreed.

Clause 35: Information disclosed by the Revenue and Customs

Amendments 100B to 102

Moved by

Baroness Buscombe

100B: Clause 35, page 34, line 25, leave out “or 31” and insert “, 31 or (Disclosure of information to water and sewerage undertakers)”

101: Clause 35, page 34, line 25, leave out “(“P”)”

102: Clause 35, page 34, leave out lines 26 and 27 and insert “by that person”

Amendments 100B to 102 agreed.

Clause 35, as amended, agreed.

Amendments 103 and 104 not moved.

Amendment 105

Moved by

Lord Arbuthnot of Edrom

105: After Clause 35, insert the following new Clause—

“Cyber-security reporting

(1) The Companies Act 2006 is amended as follows.(2) After section 416 insert—“416A Contents of directors’ report: cyber-security(1) The directors of a
company must prepare a cyber-security report for each financial year setting out measures the company is taking to address cyber-security risk.(2) This report
should include—(a) cyber-security audits undertaken by the company,(b) details of breaches notifiable under the General Data Protection Regulation,(c)
measures in place to ensure the confidentiality and integrity of data processing systems, and(d) processes in place to test and evaluate data protection
measures and information technology systems.(3) Cyber-security audits must be undertaken by organisations accredited by the Secretary of State.(4) The
cyber-security report must be approved by the board of directors and signed on behalf of the board by a director or the secretary of the company.(5) If a
report is approved that does not comply with the requirements of this section, the directors commit an offence.(6) A person guilty of an offence under this
section is liable on summary conviction to a fine.””

Lord Arbuthnot of Edrom (Con)

My Lords, I draw noble Lords’ attention to my interests in the register, particularly to the fact that I am chairman of the Information
Assurance Advisory Council, chair of the advisory board of Thales UK and a member of the advisory board of IRM, among other cyber-
interested companies.

This Bill is about the digital economy, but it contains very little mention of security. Yet cybersecurity is essential, both to the proper
functioning of the internet, on which we so rely, and to the trust we place in the digital economy. Global research has been done by
the Information Systems Audit and Control Association of the United States of America, and I am indebted to it for its help on these
amendments. That research has shown that two-thirds of chief executives of major corporations do not have confidence in their
workforces to deal with anything beyond the simplest of data breaches. We all know that there has been no shortage of high-profile
data breaches on both sides of the Atlantic over the last 12 months. That has damaged the economic performance of companies and
their stock price, and has significantly reduced consumer and business confidence.
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I congratulate the Government on making real progress in this area. They have introduced Cyber Essentials, which has been helpful in
boosting implementation of cyber controls. I suggest, though, that the uptake of Cyber Essentials has been disappointing. It is not
always a requirement that companies observe even the relatively low level of assurance that Cyber Essentials suggests. I use the word
“suggests” because of course it is not compulsory. Equally, the new cybersecurity strategy has brought £1.9bn into developing a
capability across the whole of society to address everything from the biggest companies to individual citizens. The Minister of State
for Digital and Culture recently indicated in another place that the Government intend to implement the General Data Protection
Regulation in full. That is a good thing, but I very much doubt that businesses—and probably even government departments—are
anywhere near ready for the GDPR, nor as far along as they really should be by this stage.

In view of the existential nature of our reliance on cyber nowadays, I therefore suggest that we need to go further. Consumers,
investors, executives and government alike all need confidence that businesses are taking appropriate steps to safeguard their data
and their IT systems—and those of their supply chains as well—from malicious activity. So, I have decided to be helpful. I propose
these amendments, which introduce the notion of a cyber audit. They are probing amendments: their wording creates obligations
that are perhaps more imperative than I would like to see, because I believe we should start with encouragement rather than
requirement.

Everyone is now accepting of, and accustomed to, the notion of external independent financial audits, which have become the norm
throughout the world. I believe that a similar approach now needs to be followed in relation to cybersecurity. My suggestion is that
we should undertake cyber audits—perhaps as part of financial audits, or perhaps separately; it does not really matter. Those audits
could be based on standards that could be evolved by industry, rather than by government, because government legislation never
manages to keep up with the astonishing pace of technological change. These cyber audits should include external stress tests of a
company’s cybersecurity in areas such as email, and possibly even in relation to a company’s products.

I think the entire House knows that, in 2013, the Target chain of 1,800 stores in the United States of America was hacked by people
who broke into its air conditioning system, which was supplied by a third party. Everybody knows about last autumn’s botnet attack
by rogue webcams. So if we did this and went for cyber audits, we could gradually begin to address the issue of cybersecurity, so that
over time no longer would it create quite the existential threat that it does now. It would need to start on a voluntary basis and be
driven by business, not by government, but, in time, I believe it would spread internationally, so that the United Kingdom would not
be disadvantaged in competitive terms. It would also ensure that the United Kingdom was in the vanguard of global best practice. I
beg to move.

 9.00 pm

Baroness Jones of Whitchurch (Lab)

I expected more people to be inspired by the contribution of the noble Lord, Lord Arbuthnot, and to join in the debate. I am rising to
give my support to Amendments 105 and 106 and to thank the noble Lords, Lord Arbuthnot and Lord Carlile, for highlighting this
simple failure in company policy, which can lead to much bigger dangers and threats. As the noble Lord said, it can have commercial
implications, personal privacy implications and, ultimately, national security implications. While we all have a part to play setting the
highest standards of data protection, it is true that all too often we put the focus on national Governments without recognising the
equal responsibilities of the private sector and private companies to play their part. This is particularly vital, given the number of
private sector organisations which access data for government contract work. However, it also extends into other realms of
commercial activity, such as commercial personal profiling, in which companies build vast data banks of our shopping habits, our
friends, our movements—literally, where we are moving around in cities and towns—and our vulnerabilities, all of which have huge
value both in their own hands and in the hands of cyber-thieves. These are issues which we have also flagged up in other
amendments tabled today, and we have tried to build in more safeguards. My noble friend Lord Collins has said that we believe that
individuals should have the right to know what information is being held about them, for example. They should have the right to be
able to withdraw permission for the data to be held, and they should have the right to know immediately if a data breach has taken
place.

We welcome the amendments, which would begin to address some of our concerns, by putting a straightforward obligation on
companies to prepare a cybersecurity report each year, detailing the measures being taken to ensure that data are being kept safely.
It is a simple ask, and it should not really be necessary, but the all too frequent security breaches taking place underline why a legal
requirement has to be imposed. An Institute of Directors report last year showed that companies tend to keep quiet when there has
been a security breach. As a result, there are no accurate figures on the extent of this crime, or the extent to which companies are
being held to ransom. A survey of business leaders found that only half had a formal strategy in place to protect themselves and just
20% held insurance against an attack. Yet we also know that companies are also losing confidence in their encryption systems, their
staff capabilities and awareness and the ability of their software to withstand a deliberate assault.

This is a huge issue. Of course, we have a vested interest in sorting this out, as often it is our personal data which are being stolen.
But on a wider sphere it impacts on everything from company finances to sensitive market data and research and development. So
we very much welcome the initiative set out in these amendments, and agree with the noble Lord, Lord Arbuthnot, that they are
helpful. In itself, they will not completely solve the problem, but they represent another small step in getting companies to act
responsibly in managing the data that they hold.

The Advocate-General for Scotland (Lord Keen of Elie) (Con)
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My Lords, Part 5 of the Bill requires public authorities and specified persons to specify and meet specific legislative conditions and
controls on the handling of personal information. As I have said on a number of occasions this evening, these provisions will be
underpinned by codes of practice setting out data security requirements, including cybersecurity. A body that fails to meet these
could be prevented from using the data-sharing powers. That is the context in which I turn to Amendments 105 and 106.

Amendment 105 would require all but the smallest of companies to conduct audits on their cybersecurity and to report annually on it
and their data protection measures. Clearly, the Government recognise that effective cybersecurity risk management is important to
the success of the economy and, indeed, to ensuring the safety and integrity of private citizens’ data. The Government conducted the
Cyber Security Regulation and Incentives Review in 2016 to consider whether we need additional regulation or incentives to boost
cyber risk management in the wider economy and it showed strong justification for regulation to secure personal data.

The Government will seek to improve cyber risk management through our implementation of the EU general data protection
regulation in May 2018. Its requirement to report breaches to the Information Commissioner and individuals affected, and the fines
that can be issued under it, will represent a significant improvement. These will be supplemented by a number of measures to more
clearly link data protection with cybersecurity, including through closer working of the Information Commissioner and the National
Cyber Security Centre. However, we will not seek to pursue further general cybersecurity legislation for the wider economy as would
be required by Amendment 105.

We believe that mandating the inclusion of cyber risk information in annual reports, or the introduction of legal provisions for cyber
audit, is unlikely to be an effective way of encouraging large-scale change in cyber risk management. Instead, the National Cyber
Security Centre plans to work with stakeholders to develop guidance for investors. The long-term aim of the organisation is to include
cybersecurity in the guidance it provides to businesses on the kind of information it wants to see in an annual report, and in the
reports it provides to investors each year on every listed company.

Amendment 106 is very broad in its aims and, as such, could have unintended consequences for the diverse range of grants that the
Government fund each year. The supporting audit and insurance regime would be costly and challenging to enforce given the
diversity of grant recipients, including those from voluntary and research communities. Furthermore, this amendment is unnecessary
as many of these checks are in place as a matter of routine. The level of cybersecurity risk in grants will continue to be monitored and
consideration given to how recently launched grant standards could be used to strengthen guidance in this area. This provides a far
more flexible and proportionate solution than legislation.

With respect to subsection (2) of the proposed new clause in Amendment 106, the Government are already taking tangible steps to
reduce the level of cybersecurity risk in their supply chain. As of October 2014, suppliers of central government contracts that involve
the handling of personal data or the supply of IT products and services must demonstrate they have met the technical requirements
set out as part of either the government-owned Cyber Essentials scheme or a suitable equivalent. The scheme was developed jointly
with GCHQ and industry to support organisations of all sizes and across all sectors in getting a good, basic level of online security in
place. In response to my noble friend Lord Arbuthnot I would observe that, as of the end of December 2016, nearly 5,500 certificates
had been issued under the scheme, and we have a strategy in place to significantly increase the adoption of the scheme over the
coming year. With that explanation, I hope my noble friend will withdraw his amendment.

Lord Arbuthnot of Edrom

My Lords, I am grateful to my noble and learned friend for his comments. From what he says I suspect that the Government are not
quite there yet. However, I hope that my amendments will help to encourage them along a path of some form of regulation in this
area. I suspect that the arguments my noble and learned friend used were similar to those that were first used when financial audit
was suggested. However, I am grateful for what he has said. I am also particularly grateful to the noble Baroness, Lady Jones, for what
she said and for the gracious way in which she said it. However, my amendments were aimed not so much at government as at
business. I suspect that this will be part of a long-term campaign, so, with those words, I beg leave to withdraw the amendment.

Amendment 105 withdrawn.

Amendment 106 not moved.

Clause 36: Code of practice

Amendment 106A

Moved by

Lord Ashton of Hyde

106A: Clause 36, page 34, line 42, leave out “section 30, 31 or 32” and insert “any of sections 30 to (Disclosure of information by water and sewerage
undertakers)”

Amendment 106A agreed.

Amendment 107 not moved.

Amendment 107A

Moved by
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Lord Ashton of Hyde

107A: Clause 36, page 35, line 5, leave out “section 30, 31 or 32” and insert “any of sections 30 to (Disclosure of information by water and sewerage
undertakers)”

Amendment 107A agreed.

Amendments 107B to 110 not moved.

Clause 36, as amended, agreed.

Amendment 111 not moved.

Clause 37 agreed.

Clause 38: Interpretation of this Chapter

Amendments 112 and 112A

Moved by

Lord Ashton of Hyde

112: Clause 38, page 37, line 36, leave out paragraphs (a) and (b) and insert—

“( ) a devolved Welsh authority as defined by section 157A of the Government of Wales Act 2006, or( ) a person providing services to a devolved Welsh
authority as defined by that section.”

112A: Clause 38, page 38, line 11, at end insert—

“( ) References in this Chapter to people living in water poverty are to be construed in accordance with section (Disclosure of information to water and
sewerage undertakers) (5).”

Amendments 112 and 112A agreed.

Clause 38, as amended, agreed.

Clause 39: Disclosure of information by civil registration officials

Amendment 113

Moved by

Lord Clement-Jones

113: Clause 39, page 38, line 23, leave out from “that” to end of line 26 and insert—

“(a) the authority or civil registration official to whom it is disclosed (the “recipient”) requires the information to enable the recipient to exercise one or more of
the recipient’s functions, and(b) the data subjects whose information is being disclosed have given valid consent under data protection legislation.”

Lord Clement-Jones (LD)

My Lords, I wish to speak also to Amendment 116.

This issue is extremely straightforward. My remarks may anticipate some of the points that the noble Baroness, Lady Byford, will
make in due course on the clause stand part question, for which we have considerable sympathy. However, we on these Benches and
many others outside the House are deeply concerned that Chapter 2 of Part 5 contains no safeguards against bulk copying of civil
registration data. We accept the case for a power to disclose civil registration information where an individual has consented. A
citizen should, of course, be able to choose to let the registrar inform other bodies of changes. However, new Section 19AA in Clause
39(2) appears to remove any limit to copying registration data in bulk. As regards the draft civil registration code of practice, there
appears to be no explicit limit on that sharing of data in bulk, and certainly no requirement for individual consent. Therefore, the
essence of this amendment is quite simply to require that there should be express consent of the data subject.

As regards Amendment 116, approximately 1.3 million births and deaths are registered each year under legislation dating back to
1953, which consolidated provisions going back to the start of civil registration in 1837. In 2009, a system was introduced to allow
registrars to register births and deaths electronically but it is the hard copy which this generates which is the legal copy that will be
used to issue the certificates. Registrars also have to use the electronic system to submit an electronic copy of each event to the
superintendent registrar. Primary legislation is required to make the electronic copy the legal copy and to remove the need for paper
altogether, although individuals could still order hard-copy certificates should they so choose.

It has been estimated that such a move would save the local registration service and the Home Office around £2.5 million a year,
primarily through removing the routine creation of registers containing loose-leaf, watermarked registration documents. Local
authorities currently have to pay to store hard copies of all documents, so the change would reduce future storage costs. Provided
that sufficient checks are in place, electronic documents are more secure than paper ones, which is particularly important when
loose-leaf documents are being moved.

I hope that I have made the case for this amendment, which is very much supported by many in this field, and I hope that the
Minister will look favourably on it. I beg to move.

 9.15 pm
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Baroness Byford (Con)

My Lords, my opposition to Clause 39 standing part of the Bill forms part of this group. I have listened carefully to what the noble
Lord, Lord Clement-Jones, has just said. I come to this from a slightly different angle but the conversation goes round and round in a
circle, and here we are trying to introduce protections again.

I tabled my opposition to the clause for probing reasons. I wonder whether it is possible to have examples of when and why a civil
registration authority would disclose information. The definition in new Section 19AA(6)(e), introduced in Clause 39, lists as civil
registration officials those local authority classifications which also appear as specified public authorities. Do the disclosure powers
mean therefore that a civil registration official in, for example, my home county of Leicestershire may disclose information to other
personnel employed within the county council, or do they empower him to disclose information to any or all of the other specified
public authorities? From my reading of the subsection, that is not quite clear.

Would the regulations be used to divulge information specific to a person or perhaps a family, or could they ever cover everything
registered at a particular time or relating to a particular location? For example, why would the NHS have an interest in receiving such
information?

Could this chapter result in a large-scale information exchange between civil registration officials and public authorities using the
internet? If so, how will such data be protected both in transit and at the receiving end? Do all public authorities use the same
methods to guard against data theft and hacking? I shall be interested to hear the Minister’s response.

Baroness Hamwee (LD)

My Lords, perhaps I may ask a couple of questions which arise from the fact sheet on this issue. On civil registration, it says:

“The Bill establishes a framework, with appropriate safeguards, to share bulk registration information where there is a clear and
compelling need”.

I wonder whether the Minister can help the Committee in understanding where that is translated into the Bill. The fact sheet also
says:

“There are no intentions to share data with the private sector or for data to be used for any commercial purposes”.

It then goes on to say that,

“the powers would not permit this”.

However, I am sure that the Minister will understand my querying the words “no intentions”, because they suggest that there could
be a change, and possibly one with which Parliament is not hugely involved. I am going to assume that the points made by the
Delegated Powers and Regulatory Reform Committee are in the rather large pile of items that it raised and which the Government will
reply to before Report, so I am referring to that only in passing, but it would be very helpful to understand how the points in the fact
sheet, which is where many people would start, move over into the legislation.

Lord Keen of Elie

My Lords, the proposals in Chapter 2 of Part 5, which are being addressed here, will ensure that citizens are able to access future—
can I have a moment to sort out my own speaking notes?

Lord Maxton (Lab)

While the Minister is doing that, can I ask whether this amendment covers Scotland? He is replying as the noble and learned Lord,
Lord Keen of Elie. Registration of births, deaths and marriages was not introduced in Scotland until 1855 rather than 1837—I think—
so does this amendment cover Scotland?

Lord Keen of Elie

I believe it was 1836 in England not 1837.

Lord Maxton

It was 1855 in Scotland.

Lord Keen of Elie

It does not extend to Scotland. It is a provision pertaining to England and Wales. I am obliged to the noble Lord for giving me time to
find my place in my notes. It is greatly appreciated.

As I said, the proposals in Chapter 2 of Part 5 will ensure that citizens are able to access future government digital services efficiently
and securely, while removing the current reliance on paper certificates. I will address the two amendments first before addressing the
clause stand part aspect of this debate.
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Amendment 113 would add a requirement for a civil registration official to be satisfied that the information is required by a recipient
to fulfil one or more of their functions before disclosing data and also seeks to add a requirement that an individual must have given
valid consent under data protection legislation prior to any disclosure of their personal data. With respect, this amendment is
unnecessary because disclosure of personal data under these clauses will already be subject to the provisions of the Data Protection
Act. To require explicit consent in all cases would exceed the requirements of the Data Protection Act and the purpose of this clause.
Disclosure will take place without consent only if to do so would be consistent with the Data Protection Act, which governs fair
disclosure. Examples of how the powers would be exercised in practice include allowing registration officials to disclose information
within and across local authority boundaries in order to safeguard children. Being able to share information will ensure that children
are known to the local authorities in which they reside and action can be taken to address any needs of the child or the parent. That is
what lies behind this matter.

Amendment 116 seeks to amend the Births and Deaths Registration Act 1953 to introduce an electronic register for the registration of
births and deaths. However, the proposed amendment to Section 25 of the 1953 Act as currently drafted does not go far enough. The
legislation which provides for the registration of births and deaths is based on legislation in place in 1836—or 1837—and very little
has changed to the process of registering births and deaths since then. The Act would need more amendment in order to introduce
an electronic register. Moving to an electronic register would remove the requirement for hard-copy registers and the electronic
register of births and deaths would be the legal record instead of the paper registers. It is certainly an area of reform that the
Government are keen to take forward. However, we need more time. I reassure noble Lords that the Government will look in more
detail at what changes need to be made to the Act in order to bring in this change and we will consider legislating in due course. We
recognise the benefits that the noble Lord, Lord Clement-Jones, suggested could be achieved once that entire process is completed.
In light of those points, I hope that noble Lords will agree not to press that amendment.

I turn to my noble friend Lady Byford and her opposition to the clause standing part of the Bill. Unless there is a specific statutory
gateway, information from the records of births, marriages, civil partnerships and deaths may not be disclosed by registration
officials other than in the form of a certified copy of an entry, such as a birth or death certificate, on payment of the statutory fee. As I
have indicated, the system is outdated and based on paper processes from the 19th century. This clause introduces new data-sharing
powers that allow registration officials to share data from birth, death, marriage and civil partnership records with public authorities
for the purposes of fulfilling their functions. However, only the minimum amount of data will be provided to enable the public
authority to fulfil the function.

My noble friend asked for examples of the benefits of sharing such registration data. Being able to share data about deaths with local
authorities would assist in combating housing tenancy fraud. The National Fraud Authority estimates that housing tenancy fraud
costs local authorities £845 million each year. An example of this is when someone continues to live in a property following the death
of the tenant even when they have no right to do so. The sharing of birth data within the local authority would assist social services,
for example, if they wanted to engage with one of the parents in the interests of a child. Sharing marriage data would help to target
those living together if there were a fraudulent claim to be single for the purposes of claiming benefits. Sharing death data within
local authorities would help them to recover medical equipment following the death of an individual.

There are many examples where such data sharing would be of assistance. It paves the way for citizens to access government
services more conveniently, efficiently and securely, for example, by removing the current reliance on paper certificates to access
services. This will provide more flexibility and will modernise how government services are delivered. An example is where
registration officials will be able to share data on births that have occurred in one district, but where those concerned live in a
neighbouring district with no hospital. This would allow local authorities more accurately to plan the provision of health care, school
planning and other local services. Being able to share death data across boundaries will also help to prevent unwanted mail being
sent to the family of a deceased person.

Registration officials will be able to share registration data only with the public authorities defined in new Section 19AB of the
Registration Service Act 1953. Any data sharing will of course be carried out strictly in accordance with the requirements of the Data
Protection Act. The sharing of registration data will be underpinned by a statutory code of practice as required by Section 19C. One of
the requirements in the code will be that the Registrar-General must personally approve any request for the sharing of large amounts
of data.

Before data are shared, the code of practice requires privacy impact assessments and data-sharing agreements to be drawn up and
agreed with public authorities to include such things as how data are to be used, stored and retained. Data will be able to be used
only for the purpose they have been provided and retained only for as long as necessary. Data-sharing agreements will forbid the
creation of a database or the linking of registration data in any way. Any breach would be reported to the Information Commissioner,
who has the power to impose penalties where it is appropriate to do so. I hope that that deals with the fears expressed about the
bulk use of such registration data.

Lord Clement-Jones

My Lords, I am not sure whether the Minister has dealt with the questions raised by my noble friend.

Lord Keen of Elie
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I apologise for omitting to respond to the questions asked by the noble Baroness, Lady Hamwee, by reference to the fact sheet.
Rather than poring over the provisions of the Bill, I will undertake to write to her pointing out the cross-reference between the terms
of the fact sheet and the relevant provisions in the Bill. I will place a copy of that letter in the Library.

 9.30 pm

Lord Clement-Jones

My Lords, I thank the Minister for his response, but I am a little bit baffled. Here we are—and I am talking here particularly with
reference to Amendment 116—discussing the Digital Economy Bill. It should be doing what it says on the tin. I put forward, in my
name and in the name of my noble friend Lady Scott, who is the inspiration behind the amendment, something that would make sure
that it was the electronic copy that was the legal copy. Here is the Minister saying—and I do not think I have ever had a Minister say
this to me—that the amendment does not go far enough. That is a very joyous response, but on the other hand he wants more time
and “it will all happen in due course”. This is the Digital Economy Bill: what other opportunity are we going to have to ensure that our
Registrar-General and so on—the General Register Office and local authorities—are under a legal obligation to hold electronic copies
rather than the old, steam-driven paper copies? We have been doing this since 1837 or 1836, as we heard earlier. Is it not about time
that we changed our practices, and is it not possible that we have been cooking up an amendment over the last 50 years that might
suit the book and be able to appear on Report? That is my response on Amendment 116.

My response on Amendment 113 is a little bit dustier. I have read the code of practice, and I accept the Minister’s assurances;
throughout this process he has given a lot of assurances about the impact of the Data Protection Act. There is no doubt about that:
either explicit consent or, where no explicit consent is given, it is in accordance with the Data Protection Act and so on. There are
some very worthy purposes in terms of data sharing: safeguarding children was an absolutely splendid example for the Minister to
produce, and he produced some very good examples to the noble Baroness, Lady Byford, as well. Of course, there are some very
good examples, but the code of practice is very opaque in that respect. It really does not get into any of that kind of worthy purpose:
it simply talks about disclosing in accordance with the Data Protection Act. I looked through when the Minister was talking to see
whether it was the Registrar-General who was the one person who was going to authorise disclosure, and it seemed to me that there
were an awful lot more people who were authorised to disclose than simply one person.

There is something defective about these codes of practice. They seem to be far too bland and they do not give the public the
reassurance that they should. We have talked about public trust right across the Committee, and the fact is that the reason why so
many amendments have come forward from a variety of different sources to this part of the Bill is precisely that lack of trust. I
suggest that the Minister and his colleagues look again at whether these codes of practice are doing their job.

That is another reason why, at the end of the day, these codes of practice should be approved by Parliament. That has also been a
running theme of the Delegated Powers and Regulatory Reform Committee, which had it absolutely right in every single chapter that
it dealt with. These codes of practice should be approved by Parliament. Otherwise, I do not believe that the Government are going to
build that public trust in this data sharing, which is absolutely essential. The Minister should look again at that aspect, but in the
meantime, having given the Minister a hard time at this time of night, I beg leave to withdraw the amendment.

Amendment 113 withdrawn.

Amendments 114 and 115 not moved.

Clause 39 agreed.

Clause 40 agreed.

Amendment 116 not moved.

Clause 41: Disclosure of information to reduce debt owed to the public sector

Amendment 117 not moved.

Clause 41 agreed.

Amendment 117A

Moved by

Lord Stevenson of Balmacara

117A: After Clause 41, insert the following new Clause—

“Data sharing for the purpose of supporting better debt management

In addition to the purposes set out in section 41(3), information about debt may be shared by specified persons under this Chapter for the purpose of helping
individuals to manage their debts, including by provision of a breathing space.”

Lord Stevenson of Balmacara

My Lords, in an idle moment, a moment of complete frivolity, I looked up GOV.UK to check facts—I thought that would be a useful
contribution to the debate. The date we have all been searching for is 1837: the General Register Office is part of Her Majesty’s
Passport Office and contains records dating back to 1837. I thought that would be useful.
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I beg to move Amendment 117A in my name. This stems from my period of service as chairman of a wonderful charity called
StepChange, which deals with individual debt owed by ordinary people. In the time I was there—I resigned about two years ago—we
had about 600,000 people a year contacting the telephone helpline or going online to try to seek solutions to their debt problems, so
it is a very significant problem in British society and something we must take a great deal of care about. Most people who came to us
were struggling with multiple debts; in other words, they owed money to a variety of different sources, ranging from local authorities,
mobile phone companies, debt collection agencies, Revenue & Customs, payday lenders, utility companies and catalogue lenders—
there is a very large number of them.

A median client would be aged about 45, female and owing about £20,000 to eight different creditors, so it is a significant problem
that people get into. Within that, with a tremendous requirement now for debt advice, with lots of people struggling with debt, one
worrying trend has been how bad central and local government have been in dealing with people, particularly those with multiple
debts. A recent survey of about 1,000 StepChange clients found widespread aggressive enforcement from local authorities even when
people were asking their authority for help. Clients were more than twice as likely to be threatened with court action or bailiffs than
to be offered an affordable payment option. This is despite guidance being issued by central government about how debts should be
treated.

Of course, what happens when people face strong demands, very often from central or local government, is that they tend to go to
people who can lend them money quickly, probably from an existing credit line, almost certainly, until recently—but even today it is
still happening—taking out a payday loan. They try to borrow more to try to pay back original debts and get themselves into a worse
situation than they were before. The same survey asked clients to rate what their creditors had done to them and whether they
treated them fairly or unfairly. I am afraid to say that public sector creditors came out very badly, occupying three of the top six places
in the unfair treatment table. It is interesting to note that HMRC, for instance, scored no better than payday lenders, which the
Government, through the FCA, have spent a lot of time trying to sort out over recent years.

That is the background of our concern. We welcome the provisions in the Bill to think again about how debts owed to the public
sector are collected. In that light, these amendments are put forward for suggestion, they are probing amendments at this stage, and
I hope that they will elicit a response, because it is not just StepChange, the debt charity, that has been concerned about this. Citizens
Advice has also raised concern about public sector debt collection practices, finding that public sector creditors are,

“mostly out of step with financial services and utilities companies when it comes to setting affordable repayment rates, and that our
clients can suffer detriment when public bodies have uncoordinated and inconsistent approaches to debt collections ... central
government debt collection lags behind the higher standards expected of other creditors”.

This is focused on individuals who have problems with their debts, but of course there is a wider cost to society as a whole which,
through relationship breakdown, homelessness and difficulties with maintaining concentration at work, et cetera, has been estimated
at about £8 billion a year. The Bill contains clauses that relate to this and they seem to suggest that central government as a whole—
but in this case HMRC—are thinking about how the data-sharing powers that are coming should be used to allow them to collect
several debts at once, but also to do it in a slightly different way. I hope that is the case. We are back with our old friend, the code of
practice, because what is said in the code of practice will determine whether this will work.

I have, then, four things I invite Ministers to respond to. First, Clause 45 is limited to departments that seek data-sharing powers and
says only that they should “have regard to” the code of practice. This has, I think, been picked up in other amendments that we have
considered today. It would be good if the code of practice were also embedded in a much stronger statutory provision, to give it a real
bite. We have seen examples of guidance—I mentioned one involving central government issuing guidance on council tax collection
methods—but such guidance does not work, because it is non-binding and only advisory. If there is a code, it should be embedded in
the statute and people affected by it should be able to refer back to it to make sure that it works properly.

Secondly, the public body itself must believe that this is the way in which it needs to operate. Within the amendments are a range of
issues that central government bodies might pick up that would match the best practice in utilities, banks, credit cards and store
cards—all of which have been through the cycle of trying to get money out of individuals who owe them and other people money,
and have recognised that you have to deal with people with multiple debts in a completely different way from those who just owe
money directly. That is gradually changing the way people operate. There is further to go, but it is a lesson that should be learned. I
hope that the codes can be adapted to reflect that.

Thirdly—this may be too much of an ask, but it should be recognised—this Bill applies only to public bodies, and their creditors, when
they are seeking to use the data-sharing powers. The problem is, of course, wider than the data-sharing powers. Problems with
central and local government debt collections are widespread: practices need to be reformed and this is not likely to relate only to
places where data sharing is used. The Government should think ahead about this and try to set out an understanding for all their
agencies that poor debt-collection practices can harm the rate at which they get their money back and the time it takes, and it will
also harm the financially vulnerable people. Taking account of that across all their practices would be a very good thing.

These amendments, therefore, try to raise those points, but there is one other thing that the Government should try to do, which is in
the first amendment. It is to take a lesson from Scotland—I am sure that the noble and learned Lord from Scotland will wish to pick
this up and think harder about it—where, when you have a private or a public debt and seek guidance from the state agency that
operates that scheme, you are given statutory protection from excess charges and your interest rates are frozen, providing you stick
to your debt repayment plan. That means that people get a breathing space, time to organise their finances, think about their
budgets and work out what they are going to do, without the terrible pressure from those who are owed money to start repaying it. It
is only when all those issues have been brought together, and an agreement reached between the creditors and the agency, that
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repayment begins. That has a very much higher rate of success than any other scheme. England lags way behind on this, and it would
be no skin off the Treasury’s nose if it took a leaf out of the Scottish Government’s book and brought in their procedures—with a
statutory breathing space that gave some hope to people who want to repay their debts but cannot do so because the practices are
not as good.

Lord Keen of Elie

My Lords, I acknowledge the point made by the noble Lord, Lord Stevenson, that this is a significant issue, and I understand that this
is a probing amendment to allow us to consider some of the wider issues that he has touched on in the debate.

Amendment 117A seeks to include in the Bill an additional purpose: to enable debt information to be shared under the powers
provided by Clause 41. It seeks to state explicitly that debt data can be disclosed,

“for the purpose of helping individuals to manage their debts”.

There is also a reference to the breathing space, and I will come back to that point in a moment in response to the questions posed
by the noble Lord.

In the first instance, we would venture that the amendment is not necessary. The provisions as drafted enable information to be
shared,

“for the purposes of the taking of action in connection with debt owed to”,

a public authority or the Crown. This includes but is not limited to, for example, identifying or collecting debt. The provision is
sufficiently broad to enable sharing for the purpose set out in this amendment. That is the position of the Government. The
Government are considering the recommendations that have been made following work to look into the merits of introducing a
breathing space for customers, which we are aware is available in other jurisdictions. While the Government are considering these
recommendations, it would be premature to incorporate a reference to this initiative in the Bill at this time. I hope the noble Lord will
accept that the matter is being looked at.

 9.45 pm

The effect of Amendment 133 would be that any public authority or person providing services to a public authority in identifying or collecting debt, bringing
civil proceedings or taking administrative action as a result of debt of that kind would have, in doing so, to comply with the Clause 45 code of practice,
regardless of whether they were using the Clause 41 power. A wide range of public authorities and devolved Administrations need flexibility and autonomy to
manage their own unique debt portfolios in the most suitable way, and in line with the legislative powers ascribed to them. There are a range of existing
procedures and powers specific to particular bodies. We consider that it would be unhelpful simply to cut across these.

Amendment 132 prescribes more detail for the contents of the code. We have already touched upon the codes. Proposed new subsections (3B) and (3C)
would require the code to contain provisions requiring specified persons intending to make use of the debt power,

“to have in place procedures to identify vulnerable people and take appropriate account of their needs and circumstances”,

and,

“to assess the affordability of debt repayments by reference to a common standard”.

The code would also have to include provision requiring specified persons, before taking any action following the sharing of information under the debt
power,

“to consider the welfare of the people who owe the debt”.

The code of practice already contains fairness principles, which were developed across government and with debt advice charities. These are intended to
enable a common approach to fairness when public authorities collaborate to develop pilot activity under the debt data-sharing power. Furthermore, the
codes will be put out for further consultation before they are finalised, so we do not want to pre-empt this exercise by inserting requirements at this level of
detail on its content at this stage. However, I note what the noble Lord said with regard to the codes. They are still being looked at and will be looked at
further in this context.

I understand the desire to ensure that the codes are effective; it is the desire of the Government as well. As the noble Lord observed, you can press so hard in
the matter of debt recovery but, as banks and others have discovered in the past, if you press too hard something breaks and nothing is returned. We suggest
that the codes provide a strong safeguard for the use of the powers, backed up by real consequences if they are not adhered to. There is a power there to
ensure that although the Bill says “have regard to”, it is a legal obligation and suitably flexible in the context of these powers. While we continue to consider
the recommendations of the Delegated Powers Committee, which also touched upon this, I invite the noble Lord to withdraw his amendment.

Lord Stevenson of Balmacara

I thank the Minister very much for his considered response. I am grateful to him for that. The breathing space proposal has been
around for some time, so I was hoping to get a bit of an edge on it but we will clearly have to wait and see. It would provide a very big
step forward for how public debts are organised. As I said, how the code of practice is framed is the main issue and I am grateful for
the Minister’s thoughts that there might still be opportunities to influence it. What was said today might do that trick but we will
certainly look at it carefully. With that, I would like to withdraw the amendment.

Amendment 117A withdrawn.

Clause 42: Further provisions about power in section 41

Amendment 118
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Moved by

Lord Ashton of Hyde

118: Clause 42, page 42, line 29, leave out from “behaviour”” to end of line 31 and insert “means conduct that—

(a) is likely to cause harassment, alarm or distress to any person, or(b) is capable of causing nuisance or annoyance to a person in relation to that person’s
occupation of residential premises.”

Amendment 118 agreed.

Amendment 119 not moved.

Amendments 120 and 121

Moved by

Lord Ashton of Hyde

120: Clause 42, page 43, line 10, leave out from “by” to end of line 11 and insert “any of Parts 1 to 7 or Chapter 1 of Part 9 of the Investigatory Powers Act
2016.”

121: Clause 42, page 43, line 11, at end insert—

“( ) Until the repeal of Part 1 of the Regulation of Investigatory Powers Act 2000 by paragraphs 45 and 54 of Schedule 10 to the Investigatory Powers Act 2016
is fully in force, subsection (8)(b) has effect as if it included a reference to that Part.”

Amendments 120 and 121 agreed.

Clause 42, as amended, agreed.

Clause 43: Confidentiality of personal information

Amendments 122 to 124 not moved.

Amendment 125

Moved by

Lord Ashton of Hyde

125: Clause 43, page 43, line 29, at end insert—

“( ) which is a protected disclosure for any of the purposes of the Employment Rights Act 1996 or the Employment Rights (Northern Ireland) Order 1996 (SI
1996/1919 (NI 16)),( ) consisting of the publication of information for the purposes of journalism, where the publication of the information is in the public
interest,”

Amendment 125 agreed.

Amendments 126 and 127 not moved.

Amendment 128

Moved by

Lord Ashton of Hyde

128: Clause 43, page 43, line 34, leave out from “behaviour”” to end of line 36 and insert “means conduct that—

(a) is likely to cause harassment, alarm or distress to any person, or(b) is capable of causing nuisance or annoyance to a person in relation to that person’s
occupation of residential premises.”

Amendment 128 agreed.

Clause 43, as amended, agreed.

Clause 44: Information disclosed by the Revenue and Customs

Amendments 129 and 130

Moved by

Lord Ashton of Hyde

129: Clause 44, page 44, line 16, leave out “(“P”)”

130: Clause 44, page 44, leave out lines 17 and 18 and insert “by that person”

Amendments 129 and 130 agreed.

Clause 44, as amended, agreed.

Clause 45: Code of practice

Amendments 131 to 135 not moved.

Clause 45 agreed.

Clauses 46 and 47 agreed.
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Clause 48: Interpretation of this Chapter

Amendment 136

Moved by

Lord Ashton of Hyde

Amendments 139 to 141

Moved by

136: Clause 48, page 48, line 25, leave out paragraphs (a) and (b) and insert—

“( ) a devolved Welsh authority as defined by section 157A of the Government of Wales Act 2006, or( ) a person providing services to a devolved Welsh
authority as defined by that section.”

Amendment 136 agreed.

Clause 48, as amended, agreed.

Clause 49: Disclosure of information to combat fraud against the public sector

Amendments 137 and 138 not moved.

Clause 49 agreed.

Clause 50: Further provisions about power in section 49

Amendment 138A not moved.

Lord Ashton of Hyde

139: Clause 50, page 50, line 28, leave out from “behaviour”” to end of line 30 and insert “means conduct that—

(a) is likely to cause harassment, alarm or distress to any person, or(b) is capable of causing nuisance or annoyance to a person in relation to that person’s
occupation of residential premises.”

140: Clause 50, page 51, line 8, leave out from “by” to end of line 9 and insert “any of Parts 1 to 7 or Chapter 1 of Part 9 of the Investigatory Powers Act 2016.”

141: Clause 50, page 51, line 9, at end insert—

“( ) Until the repeal of Part 1 of the Regulation of Investigatory Powers Act 2000 by paragraphs 45 and 54 of Schedule 10 to the Investigatory Powers Act 2016
is fully in force, subsection (8)(b) has effect as if it included a reference to that Part.”

Amendments 139 to 141 agreed.

Clause 50, as amended, agreed.

Clause 51: Confidentiality of personal information

Amendments 142 to 144 not moved.

Amendment 145

Moved by

Lord Ashton of Hyde

145: Clause 51, page 51, line 27, at end insert—

“( ) which is a protected disclosure for any of the purposes of the Employment Rights Act 1996 or the Employment Rights (Northern Ireland) Order 1996 (SI
1996/1919 (NI 16)),( ) consisting of the publication of information for the purposes of journalism, where the publication of the information is in the public
interest,”

Amendment 145 agreed.

Amendments 146 and 146A not moved.

Amendment 147

Moved by

Lord Ashton of Hyde

147: Clause 51, page 51, line 35, leave out from “behaviour”” to end of line 37 and insert “means conduct that—

(a) is likely to cause harassment, alarm or distress to any person, or(b) is capable of causing nuisance or annoyance to a person in relation to that person’s
occupation of residential premises.”

Amendment 147 agreed.

Clause 51, as amended, agreed.

Clause 52: Information disclosed by the Revenue and Customs
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Amendments 148 and 149

Moved by

Lord Ashton of Hyde

148: Clause 52, page 52, line 19, leave out “(“P”)”

149: Clause 52, page 52, leave out lines 20 and 21 and insert “by that person”

Amendments 148 and 149 agreed.

Clause 52, as amended, agreed.

Clause 53: Code of practice

Amendments 150 to 152 not moved.

Clause 53 agreed.

Clauses 54 and 55 agreed.

Clause 56: Interpretation of this Chapter

Amendment 153

Moved by

Lord Ashton of Hyde

153: Clause 56, page 56, line 22, leave out paragraphs (a) and (b) and insert—

“( ) a devolved Welsh authority as defined by section 157A of the Government of Wales Act 2006, or( ) a person providing services to a devolved Welsh
authority as defined by that section.”

Amendment 153 agreed.

Clause 56, as amended, agreed.

Clause 57: Disclosure of information for research purposes

Amendment 154

Moved by

Lord Ashton of Hyde

154: Clause 57, page 57, line 14, at end insert—

“( ) Information may be disclosed under subsection (5)(b)—(a) only with the consent of the Commissioners for Her Majesty’s Revenue and Customs, if it is
information to which section 60 (2) applies;(b) only with the consent of the Welsh Revenue Authority, if it is information to which section (Information
disclosed by the Welsh Revenue Authority)(5) applies;(c) only with the consent of Revenue Scotland, if it is information to which section (Information disclosed
by Revenue Scotland)(5) applies.”

Amendment 154 agreed.

Amendment 155

Moved by

Lord Ashton of Hyde

155: Clause 57, page 57, leave out lines 27 to 30 and insert—

“( ) any person (including the public authority) who is involved in processing the information for disclosure under subsection (1);”

The Parliamentary Under-Secretary of State, Department for Culture, Media and Sport (Lord Ashton of Hyde) (Con)

My Lords, these amendments apply to the research power, and there is an additional amendment which applies to the statistics
power. Together, they add clarity and strength to the set of robust safeguards that have been developed to facilitate the processing
and safe disclosure of personal information provided by public authorities for research purposes. To encourage greater use of
publicly held data for research in the public interest, it is important that everyone concerned can have confidence that personal
information is appropriately protected, while at the same time researchers are able to interrogate the information to produce
research findings that further the public interest. These amendments further help strike that balance.

The amendments fall into four categories. First, Amendment 155, to Clause 57(9), makes clear, for the avoidance of doubt, that a
public authority that processes another public authority’s personal information must be accredited to do so, as well as to process its
own information.

Secondly, Amendments 159 to 180 and Amendment 191 correct defects in the drafting of Clauses 59 and 60. The defect in each
clause prevents persons who receive processed information from processors under Clause 57(1) disclosing that information at all if
that information meets the wide definition in Clause 57(12), whereas it was always intended that researchers would be able to
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disclose the information that they receive under the power to other researchers for the purposes of peer review. The amendments
also strengthen the unlawful disclosure provisions by adding a new offence which applies to disclosure of a defined category of
personal information by a person who has received processed information under Clause 57(1). The information that is protected is
consistent with Section 39 of the Statistics and Registration Service Act 2007. The amendments have been drafted in a way that will
enable researchers to submit their findings for peer review and for publication in a similar way to current practice under that Act.
These amendments have been developed with the assistance of the UK Statistics Authority, which has considerable expertise in this
area.

Thirdly, Amendments 183 to 189 and Amendments 192 to 195 tidy up a drafting error by which the code of practice currently applies
to the disclosure, holding or use of both personal information and information that is not, or never has been, personal. To apply the
code or any other safeguards in this power to information that does not identify or risk identifying individuals would be unnecessarily
bureaucratic.

Finally, Amendment 210 to new Section 53A supports devolved statistics by giving the UK Statistics Authority a mechanism to share
information with its statistical counterparts in the devolved Administrations. In Northern Ireland, the principal statistical department
is the Northern Ireland Statistics and Research Agency, or NISRA. Some of NISRA’s functions are held specifically by its parent
department, the Department of Finance. Other statistical functions are held only by the Registrar-General for Northern Ireland. New
Section 53A(2) does not currently list the Registrar-General for Northern Ireland as a devolved authority, meaning that UKSA cannot
share information with NISRA relating to the Registrar-General’s statistical functions. This amendment resolves this difficulty by
adding the Registrar-General for Northern Ireland to the definition of devolved authority in new Section 53A(2). I beg to move.

Amendment 155 agreed.

Amendment 156 not moved.

Clause 57, as amended, agreed.

Clause 58: Provisions supplementary to section 57

Amendments 157 and 158

Moved by

Lord Ashton of Hyde

157: Clause 58, page 58, line 11, leave out from “by” to end of line 12 and insert “any of Parts 1 to 7 or Chapter 1 of Part 9 of the Investigatory Powers Act
2016.”

158: Clause 58, page 58, line 12, at end insert—

“( ) Until the repeal of Part 1 of the Regulation of Investigatory Powers Act 2000 by paragraphs 45 and 54 of Schedule 10 to the Investigatory Powers Act 2016
is fully in force, subsection (2)(b) has effect as if it included a reference to that Part.”

Amendments 157 and 158 agreed.

Clause 58, as amended, agreed.

Clause 59: Bar on further disclosure of personal information

Amendments 159 to 163

Moved by

Lord Ashton of Hyde

159: Clause 59, page 58, line 28, at end insert—

“(A1) Subsection (A2) applies to personal information—(a) in which the identity of a particular person is specified or from which the identity of a particular
person can be deduced, whether from the information itself or from that information taken together with any other published information, and(b) which is
received by a person (“P”) under section 57 (1)(disclosure for research purposes).(A2) Personal information to which this subsection applies may not be
disclosed—(a) by P, or(b) by any other person who has received it directly or indirectly from P.(A3) Subsection (A2) does not apply to a disclosure—(a) to a
person by whom the research referred to in section 57(1) is being or is to be carried out, or(b) by a person by whom such research is being or has been
carried out—(i) for the purposes of enabling anything that is to be published as a result of the research to be reviewed before publication, and (ii) to a person
who is accredited under section 62 as a person to whom such information may be disclosed for that purpose.”

160: Clause 59, page 58, line 29, leave out “This section” and insert “Subsection (2)”

161: Clause 59, page 58, line 33, leave out “section” and insert “subsection”

162: Clause 59, page 58, line 35, at end insert—

“( ) Subsection (2) does not apply to a disclosure—(a) under section 57(1) or (5), or(b) of information previously disclosed under section 57(1), where the
disclosure is made by—(i) the person to whom the information was disclosed under that provision, or(ii) any person who has received the information directly
or indirectly from the person mentioned in sub-paragraph (i),(but subsection (A2) may apply to such a disclosure).”

163: Clause 59, page 58, line 36, after “Subsection” insert “(A2) or”

Amendments 159 to 163 agreed.

Amendment 164 not moved.
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Amendment 165

Moved by

Lord Ashton of Hyde

165: Clause 59, page 58, line 37, leave out “(including section 57(5))”

Amendment 165 agreed.

Amendments 166 to 168 not moved.

 10.00 pm

Amendments 169 to 173

Moved by

Lord Ashton of Hyde

169: Clause 59, page 59, line 5, after “criminal),” insert—

“( ) which is a protected disclosure for any of the purposes of the Employment Rights Act 1996 or the Employment Rights (Northern Ireland) Order 1996 (SI
1996/1919 (NI 16)),( ) consisting of the publication of information for the purposes of journalism, where the publication of the information is in the public
interest,”

170: Clause 59, page 59, line 16, leave out from “behaviour”” to end of line 18 and insert “means conduct that—

(a) is likely to cause harassment, alarm or distress to any person, or(b) is capable of causing nuisance or annoyance to a person in relation to that person’s
occupation of residential premises.”

171: Clause 59, page 59, line 21, after “subsection” insert “(A2) or”

172: Clause 59, page 59, line 40, leave out “57(5)” and insert “57 (1) or (5)”

173: Clause 59, page 59, line 40, at end insert “, the Welsh Revenue Authority or Revenue Scotland”

Amendments 169 to 173 agreed.

Clause 59, as amended, agreed.

Clause 60: Information disclosed by the Revenue and Customs

Amendments 174 to 180

Moved by

Lord Ashton of Hyde

174: Clause 60, page 59, line 41, at end insert—

“(A1) Subsection (A2) applies to personal information—(a) in which the identity of a particular person is specified or from which the identity of a particular
person can be deduced, whether from the information itself or from that information taken together with any other published information, and(b) which—(i)
is disclosed under section 57 (1)(disclosure for research purposes) by the Revenue and Customs, or(ii) is disclosed under section 57 (1) by a person other than
the Revenue and Customs and is derived from information disclosed under section 57 (5) by the Revenue and Customs,and is received by a person (“P”) under
section 57(1).(A2) Personal information to which this subsection applies may not be disclosed by P.(A3) Subsection (A2) does not apply to a disclosure—(a) to a
person by whom the research referred to in section 57 (1) is being or is to be carried out, or(b) by a person by whom such research is being or has been
carried out—(i) for the purposes of enabling anything that is to be published as a result of the research to be reviewed before publication, and(ii) to a person
who is accredited under section 62 as a person to whom such information may be disclosed for that purpose.”

175: Clause 60, page 59, line 42, leave out “This section” and insert “Subsection (2)”

176: Clause 60, page 60, line 1, leave out “section” and insert “subsection”

177: Clause 60, page 60, line 3, leave out “directly or indirectly from P” and insert “under section 57 (5)”

178: Clause 60, page 60, line 3, at end insert—

“( ) Subsection (2) does not apply to a disclosure under section 57(1).”

179: Clause 60, page 60, line 4, after “Subsection” insert “(A2) or”

180: Clause 60, page 60, line 7, after “subsection” insert “(A2) or”

Amendments 174 to 180 agreed.

Clause 60, as amended, agreed.

Amendments 181 and 182

Moved by

Lord Ashton of Hyde

181: After Clause 60, insert the following new Clause—

“Information disclosed by the Welsh Revenue Authority
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(1) Subsection (2) applies to personal information—(a) in which the identity of a particular person is specified or from which the identity of a particular person
can be deduced, whether from the information itself or from that information taken together with any other published information, and(b) which—(i) is
disclosed under section 57 (1)(disclosure for research purposes) by the Welsh Revenue Authority, or (ii) is disclosed under section 57 (1) by a person other
than the Welsh Revenue Authority and is derived from information disclosed under section 57 (5) by the Welsh Revenue Authority,and is received by a person
(“P”) under section 57(1).(2) Personal information to which this subsection applies may not be disclosed by P.(3) Subsection (2) does not apply to a disclosure—
(a) to a person by whom the research referred to in section 57 (1) is being or is to be carried out, or(b) by a person by whom such research is being or has
been carried out—(i) for the purposes of enabling anything that is to be published as a result of the research to be reviewed before publication, and(ii) to a
person who is accredited under section 62 as a person to whom such information may be disclosed for that purpose.(4) Subsection (5) applies to personal
information which—(a) identifies a particular person, and(b) is disclosed by the Welsh Revenue Authority under section 57 (5)(disclosure for processing) and
received by a person (“P”).(5) Personal information to which this subsection applies may not be disclosed—(a) by P, or(b) by any other person who has
received it under section 57 (5).(6) Subsection (5) does not apply to a disclosure under section 57 (1).(7) Subsection (2) or (5) does not apply to a disclosure
which is made with the consent of the Welsh Revenue Authority (which may be general or specific).(8) A person who contravenes subsection (2) or (5) is guilty
of an offence.(9) It is a defence for a person charged with an offence under subsection (8) to prove that the person reasonably believed—(a) that the
disclosure was lawful, or(b) that the information had already and lawfully been made available to the public.(10) A person who is guilty of an offence under
subsection (8) is liable—(a) on summary conviction, to imprisonment for a term not exceeding 12 months, to a fine, or to both;(b) on conviction on indictment
to imprisonment for a term not exceeding two years, to a fine or to both.(11) In the application of subsection (10)(a) to an offence committed before the
coming into force of section 154(1) of the Criminal Justice Act 2003 the reference to 12 months is to be read as a reference to 6 months.”

182: After Clause 60, insert the following new Clause—

“Information disclosed by Revenue Scotland

(1) Subsection (2) applies to personal information—(a) in which the identity of a particular person is specified or from which the identity of a particular person
can be deduced, whether from the information itself or from that information taken together with any other published information, and(b) which—(i) is
disclosed under section 57 (1)(disclosure for research purposes) by Revenue Scotland, or(ii) is disclosed under section 57 (1) by a person other than Revenue
Scotland and is derived from information disclosed under section 57 (5) by Revenue Scotland,and is received by a person (“P”) under section 57(1). (2) Personal
information to which this subsection applies may not be disclosed by P.(3) Subsection (2) does not apply to a disclosure—(a) to a person by whom the
research referred to in section 57 (1) is being or is to be carried out, or(b) by a person by whom such research is being or has been carried out—(i) for the
purposes of enabling anything that is to be published as a result of the research to be reviewed before publication, and(ii) to a person who is accredited under
section 62 as a person to whom such information may be disclosed for that purpose.(4) Subsection (5) applies to personal information which—(a) identifies a
particular person, and(b) is disclosed by Revenue Scotland under section 57 (5)(disclosure for processing) and received by a person (“P”).(5) Personal
information to which this subsection applies may not be disclosed—(a) by P, or(b) by any other person who has received it under section 57 (5).(6) Subsection
(5) does not apply to a disclosure under section 57 (1).(7) Subsection (2) or (5) does not apply to a disclosure which is made with the consent of Revenue
Scotland (which may be general or specific).(8) A person who contravenes subsection (2) or (5) is guilty of an offence.(9) It is a defence for a person charged
with an offence under subsection (8) to prove that the person reasonably believed—(a) that the disclosure was lawful, or(b) that the information had already
and lawfully been made available to the public.(10) A person who is guilty of an offence under subsection (8) is liable—(a) on summary conviction, to
imprisonment for a term not exceeding 12 months, to a fine not exceeding the statutory maximum or to both;(b) on conviction on indictment to
imprisonment for a term not exceeding two years, to a fine or to both.”

Amendments 181 and 182 agreed.

Clause 61: Code of practice

Amendments 183 and 184

Moved by

Lord Ashton of Hyde

183: Clause 61, page 60, line 18, after “of” insert “personal”

184: Clause 61, page 60, line 20, after “of” insert “personal”

Amendments 183 and 184 agreed.

Amendment 185 not moved.

Amendment 186

Moved by

Lord Ashton of Hyde

186: Clause 61, page 60, line 24, after “disclosing” insert “personal information”

Amendment 186 agreed.

Amendment 187 not moved.

Amendments 188 and 189

Moved by

Lord Ashton of Hyde

Amendments 188 and 189 agreed.

Amendment 190 not moved.
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Clause 61, as amended, agreed.

Clause 62: Accreditation for the purposes of this Chapter

Amendments 191 to 193

Moved by

188: Clause 61, page 60, line 29, leave out “or (c)” and insert “, (c) or (ca)”

189: Clause 61, page 60, line 30, after “using” insert “personal”

Lord Ashton of Hyde

191: Clause 62, page 61, line 18, at end insert—

“(ca) may accredit a person as a person to whom such information may be disclosed for the purposes of a review of the kind mentioned in section 59(A3)(b),
60(A3)(b), (Information disclosed by the Welsh Revenue Authority)(3)(b) or (Information disclosed by Revenue Scotland)(3)(b),”

192: Clause 62, page 61, line 19, leave out “that section” and insert “section 57 ”

193: Clause 62, page 61, line 23, leave out “or (c)” and insert “, (c) or (ca)”

Amendments 191 to 193 agreed.

Amendment 194 not moved.

Amendment 195

Moved by

Lord Ashton of Hyde

195: Clause 62, page 62, line 11, at end insert “, and

( ) a register of persons who are accredited under subsection (1)(ca).”

Amendment 195 agreed.

Clause 62, as amended, agreed.

Clauses 63 and 64 agreed.

Clause 65: Disclosure of non-identifying information by HMRC

Amendment 196 not moved.

Clause 65 agreed.

Amendment 196A not moved.

Clause 66 agreed.

Clause 67: Disclosure of information by public authorities to the Statistics Board

Amendments 197 and 198

Moved by

Lord Ashton of Hyde

197: Clause 67, page 65, line 15, leave out from “by” to “or” in line 16 and insert “any of Parts 1 to 7 or Chapter 1 of Part 9 of the Investigatory Powers Act
2016,”

198: Clause 67, page 65, line 18, at end insert—

“( ) Until the repeal of Part 1 of the Regulation of Investigatory Powers Act 2000 by paragraphs 45 and 54 of Schedule 10 to the Investigatory Powers Act 2016
is fully in force, subsection (9)(b) has effect as if it included a reference to that Part.”

Amendments 197 and 198 agreed.

Clause 67, as amended, agreed.

Clause 68: Access to information by Statistics Board

Amendment 199

Moved by

Baroness Byford

199: Clause 68, page 66, line 16, leave out from beginning to end of line 25 on page 67 and insert—

“(2) Subject to subsection (1) of this section and section 45E, the Board may, by notice in writing to a public authority to which this section applies, require the
authority to disclose to the Board information which—(a) is held by the authority in connection with its functions, and(b) is specified, or is of a kind specified,
in the notice.(3) A notice under subsection (2) may require information to be disclosed on more than one date specified in the notice within a period specified
in the notice.(4) A notice under subsection (2) other than one within subsection (3) must specify the date by which or the period within which the information
must be disclosed.(5) A notice under subsection (2) may specify the form or manner in which the information to which it relates must be disclosed.(6) A notice
under subsection (2) may require the public authority to consult the Board before making changes to—(a) its processes for collecting, organising, storing or
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retrieving the information to which the notice relates, or(b) its processes for supplying such information to the Board.(7) The reference in subsection (6) to
making changes to a process includes introducing or removing a process.(8) The Board may give a notice under subsection (2) only if the Board requires the
information to which the notice relates to enable it to exercise one or more of its functions.(9) The Board must obtain the consent of the Scottish Ministers
before giving a notice under subsection (2) to a public authority which is a Scottish public authority with mixed functions or no reserved functions (within the
meaning of the Scotland Act 1998).(10) The Board must obtain the consent of the Welsh Ministers before giving a notice under subsection (2) to a public
authority which is a Wales public authority as defined by section 157A of the Government of Wales Act 2006.(11) The Board must obtain the consent of the
Department of Finance in Northern Ireland before giving a notice under subsection (2) to a public authority if—(a) the public authority exercises functions only
as regards Northern Ireland, and(b) its functions are wholly or mainly functions which relate to transferred matters (within the meaning of the Northern
Ireland Act 1998).(12) A public authority to which a notice under subsection (2) is given must comply with it. (13) But the public authority need not comply with
the notice if compliance—(a) might prejudice national security,(b) would contravene the Data Protection Act 1998,(c) would be prohibited by Part 1 of the
Regulation of Investigatory Powers Act 2000, or(d) would contravene directly applicable EU legislation or any enactment to the extent that it implements EU
legislation.”

Baroness Byford (Con)

My Lords, I rise to move the amendment tabled by my noble friend Lord Willetts, who apologises that he could not be here tonight. I
have the two other amendments in the same group. Clause 68 makes mandatory the provision of data by Crown bodies to the ONS
for defined statistical research purposes. An alternative approach might be for an organisation such as the Information
Commissioner’s Office to provide arbitration on contentious requests.

Clear insight into whether the Bill directs Crown bodies to share data from statistics is needed in Clause 68. At the Bill’s Committee
stage in the House of Commons, where there was a long discussion on this, Chris Skidmore, Minister for the Constitution in the
Cabinet Office, said it would be possible for a Crown body to refuse an ONS request for data and,

“where necessary, have their refusal put before Parliament”.—[Official Report, Commons, Digital Economy Public Bill Committee,
27/10/16; col. 379.]

The Royal Statistical Society’s primary objection to this is that it provides no subsequent mechanism for the ONS to secure access to
the data. It is also unclear to it what the process means in practice, which part of the legislature will deal with that correspondence,
what it is expected to do with it and what sanctions it can apply for non-disclosure. The RSS has been asking why this is in place and
whether it is justified, especially as other countries, such as Canada, operate with less burdensome arrangements. I should say that I
am very grateful to the Royal Statistical Society for its briefing, otherwise I would be really lost. The RSS says:

“Including the Minister’s contribution, we have heard two arguments thus far … The Minister explained the different treatments for
Crown bodies and other public authorities as being due to conventions: ‘That way of working, set out in sections 45B and 45C,
ensures consistency between how a Crown body interacts with another on the one hand, and how a Crown body interacts with a non-
Crown body on the other’ … We have also been privy to a different, earlier argument that due to the indivisibility of the Crown, one
Crown body cannot give directions to another”.

If we thought earlier discussions were difficult, I think it is getting even more so.

The briefing continues by saying that,

“we have sought and obtained legal advice, which suggests that Parliament could technically direct departments to do what it deems
fit. The government’s position, although it is not unprecedented, appears politically or culturally based. It may be that the government
has heard objections from some departments to a mandatory approach. We are aware that there could be reluctance on the part of
some departments to share data generally, and with ONS and researchers in particular. However, problems of risk aversion to data
sharing ought to be addressed without obstructing the proposed right for ONS to access data for statistical purposes, which has been
more widely supported and called for, for example, by the Public Administration Select Committee (2013) and the Science and
Technology Select Committee (2016), and in other reports described in the House of Commons Library’s analysis”.

There is much more material here but I shall not push the matter further. I hope I have given my noble friend enough to respond to.

My Amendments 208 and 209, which are linked to this, are much simpler and more direct as far as I am concerned, because I am not
technically astute on the other topic. Large, well-known charities employ many people using many skills and who are occupied full-
time in their jobs. Little charities rely on unpaid volunteers who may not have a wide range of skills and who use their free time to
work purely for the charity. I have two examples in mind. The first is Freddie’s Wish, which commemorates a little boy who died in a
car crash. His mother set up the charity to help local bereaved families and to raise money for the children’s hospital and the air
ambulance. In two years it has raised over £50,000 and trained more than 100 volunteers in paediatric first aid.

The second example is Evelyn’s Gift, which has been a registered charity for less than a year although its founder and volunteers have
been working for nearly four years. It is in memory of a seven year-old girl who died of respiratory illness. Its aims are to arrange CPR
training and to continue her practice of doing little acts of kindness. The list of acts done in her name and in the name of people and
the organisations that support them is inspiring. The charity employs no one and all the work is carried out by unpaid volunteers.

Organisations such as these have no resources to supply the Statistics Board with information. An unpaid voluntary worker would
have to give time to filling in forms instead of doing the work he or she has signed up for and dearly wishes to do. It could be difficult
to persuade anyone to donate even more time in this pursuit. A small charity with irregular income but making an important local
contribution could well be destroyed by a fine levied under new Section 45F(3).
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Most people nowadays have heard of charitable shoe boxes. These are sent, filled with practical gifts—hand-knitted hats, scarves and
gloves, pens and paper, recycled soft toys, tennis balls and so on—to underprivileged children in Africa and eastern Europe, and,
indeed, in our own country. Those who fill them spend their own money and devote much time to making up these boxes. The work
is carried out throughout the year and each box going abroad to Africa costs at least £2.50 to transport in November and December.
Villages, primary schools, care homes and religious groups donate goods, money, time and effort to reclaiming, recycling and packing
huge quantities of otherwise unwanted items. They also raise funds for basic toiletries, small packs of sweets and things such as pens
and paper, without which some children cannot go to school. I know of one village that last year sent 1,326 boxes to the central
depot.

Who is to fill in the forms for the Statistics Board, and is that really necessary for these very small charities? The boxes come from all
over the country. They must not contain liquids, chocolate or sweets dated for expiry before the end of March of the following year.
Beyond this, there is no record of contents, value or hours worked. With such charities, my concern is that the figures available to the
Statistics Board will be solely to do with the transport of the finished items. That would surely distort the results of any study by the
board. I suggest that we should therefore exempt such charities from the Bill. I beg to move.

The Deputy Speaker (Viscount Ullswater) (Con)

I must advise your Lordships that, if this amendment is agreed to, I will not be able to call Amendments 200 to 202 because of pre-
emption.

Baroness O'Neill of Bengarve (CB)

My Lords, I rise briefly to support this amendment. There seems to be something quite perverse in obstructing the access of the
Statistics Board to datasets that are in the hands of other public bodies. That is a very simplified account, but it is a curious place in
which to have an obstacle. I hope that the Minister can consider this clause very seriously.

Lord Keen of Elie

I am obliged to the noble Baronesses for their interest in this part of the Bill. As your Lordships will be aware, Clause 68 gives the UK
Statistics Authority the powers to access important data needed to produce official statistics to support decision-making.

On Amendment 199, new Section 45B gives UKSA a right of access to information held by Crown bodies. A Crown body must respond
in writing to a formal notice issued by the UK Statistics Authority and explain any refusal to give the authority information. If the
Crown body’s explanation is inadequate or it fails to respond or comply, the UK Statistics Authority may lay the request and any
response before the relevant legislature. A Crown body must therefore either comply with the notice or explain its refusal in writing.
Where the Statistics Authority puts that correspondence before Parliament, then Parliament can judge the body’s actions openly and
transparently. We consider that this is the right approach, creating effective, proportionate accountability and transparency.

Of course, my noble friend Lady Byford would argue that the amendment is a more effective means of requiring a Crown body to give
the Statistics Authority the information. We cannot accept that it is either necessary or desirable. The Statistics Authority is part of the
Crown, as are government departments. As my noble friend anticipated, it would be extremely novel, and possibly unprecedented, to
legislate to compel one part of the Crown to obey another. Even the Health and Safety at Work etc. Act 1974 excludes the Crown from
being subject to enforcement measures such as prosecution, instead providing long-standing structures to help departments to work
with each other administratively. In this context, new Section 45B strikes the right balance. I hope that explanation reassures my
noble friend.

 10.15 pm

On Amendments 208 and 209, there may have been some misunderstanding. New Section 45D allows the UK Statistics Authority to require information from
undertakings, excluding micro-businesses and small businesses. It defines small and micro-businesses using Section 33 of the Small Business, Enterprise and
Employment Act 2015, and these definitions cover charities along with other voluntary and community bodies. Accordingly, they are excluded, and the
examples that my noble friend gave would, on the face of it, be excluded from these provisions.

There is a further point to be made about this, which I shall come to in a moment. The Statistics Authority is committed to using its powers in a proportionate
and fair way that minimises burdens associated with producing statistics and has set this out in its draft statement of principles. In the first instance, the UKSA
would look to obtain information from large, preferably national, data holders rather than seek it from multiple small data holders. This reflects the policy
intention there should be no new burdens on small undertakings, including charities. New Section 45D reflects this principled approach by excluding small
undertakings, based on limited headcount and finances. As I said before, that would include charities as well as other voluntary organisations.

One point that I would note is that Section 33 of the 2015 Act has not yet been commenced. We are exploring transitional arrangements to address this, and
intend to return to this matter on Report. However, in the present circumstances, I invite my noble friend to withdraw the amendment.

Baroness Byford

I am very grateful to my noble and learned friend for his response. I am unable to really comment properly on Amendment 199,
because I would like my noble friend Lord Willetts to have a chance to read and reflect on the Minister’s response to that issue.

On my own two amendments, I thank him for his comments. One thing that has always troubled me with charities is that sometimes
you have a small charity that has a large income, but at the other end you have a large charity with a very small income. I am not
totally clear, but I shall read very carefully on whether the lay-down that we have at the moment on micro and small is correct for
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what I am trying to suggest the Government should think about. However, I thank the Minister for his full response, which I shall read
carefully in Hansard. In the meantime, I beg leave to withdraw the amendment.

Amendment 199 withdrawn.

Amendments 200 to 207

Moved by

Lord Ashton of Hyde

200: Clause 68, page 66, line 25, leave out from “by” to “or” in line 26 and insert “any of Parts 1 to 7 or Chapter 1 of Part 9 of the Investigatory Powers Act
2016,”

201: Clause 68, page 66, line 28, at end insert—

“( ) Until the repeal of Part 1 of the Regulation of Investigatory Powers Act 2000 by paragraphs 45 and 54 of Schedule 10 to the Investigatory Powers Act 2016
is fully in force, subsection (3)(b) has effect as if it included a reference to that Part.”

202: Clause 68, page 67, line 18, leave out “Wales public authority” and insert “devolved Welsh authority”

203: Clause 68, page 68, line 21, leave out “Wales public authority” and insert “devolved Welsh authority”

204: Clause 68, page 68, line 38, leave out from “by” to “or” in line 39 and insert “any of Parts 1 to 7 or Chapter 1 of Part 9 of the Investigatory Powers Act
2016,”

205: Clause 68, page 68, line 41, at end insert—

“( ) Until the repeal of Part 1 of the Regulation of Investigatory Powers Act 2000 by paragraphs 45 and 54 of Schedule 10 to the Investigatory Powers Act 2016
is fully in force, subsection (13)(c) has effect as if it included a reference to that Part.”

206: Clause 68, page 69, line 25, leave out from “by” to end of line 26 and insert “any of Parts 1 to 7 or Chapter 1 of Part 9 of the Investigatory Powers Act
2016.”

207: Clause 68, page 69, line 26, at end insert—

“( ) Until the repeal of Part 1 of the Regulation of Investigatory Powers Act 2000 by paragraphs 45 and 54 of Schedule 10 to the Investigatory Powers Act 2016
is fully in force, subsection (9)(c) has effect as if it included a reference to that Part.”

Amendments 200 to 207 agreed.

Amendments 208 and 209 not moved.

Clause 68, as amended, agreed.

Clause 69: Disclosure by the Statistics Board to devolved administrations

Amendments 210 to 212

Moved by

Lord Ashton of Hyde

210: Clause 69, page 72, line 23, at end insert “, or

( ) the Registrar General for Northern Ireland.”

211: Clause 69, page 73, line 16, leave out from “by” to “or” in line 17 and insert “any of Parts 1 to 7 or Chapter 1 of Part 9 of the Investigatory Powers Act
2016,”

212: Clause 69, page 73, line 19, at end insert—

“( ) Until the repeal of Part 1 of the Regulation of Investigatory Powers Act 2000 by paragraphs 45 and 54 of Schedule 10 to the Investigatory Powers Act 2016
is fully in force, subsection (10)(c) has effect as if it included a reference to that Part.”

Amendments 210 to 212 agreed.

Clause 69, as amended, agreed.

Amendments 213 to 213C not moved.

Amendment 213D

Moved by

Baroness Finlay of Llandaff

213D: After Clause 69, insert the following new Clause—

“Creation of a digital system for lasting power of attorney

(1) The Secretary of State must by regulations make provision for a fully digital process to apply for and create a lasting power of attorney, and for the
verification by appropriate bodies of attorneys appointed under this process.(2) Regulations under subsection (1) may in particular—(a) provide for the use of
secure electronic signatures in place of any requirements for physical signatures;(b) use electronic online methods to verify the identify of donors and
proposed attorneys, either in conjunction with or in place of electronic or physical signatures;(c) require at least one other person to be notified automatically
when an application is made;(d) permit in-depth checking of selected applications; (e) require the involvement of a solicitor in the application process;(f) create
an offence of knowingly or recklessly providing false information in relation to an application for a lasting power of attorney, subject to a maximum penalty on
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